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Artificial Intelligence -
a real business driver for Europe?

Artificial Intelligence (Al), Data and Robotics will create new opportunities, transform many
if not all verticals and ultimately shift the balance of power in the shortest possible time.

Al,Dataand Robotics combined will be the core driver ofinnovation, productivity and economic
growth. Together they can be used to solve the greatest challenges we face: Environmental
sustainability; energy, food and water security; and improving health and quality of life.

Europe can and must be the pacemaker worldwide!

In Europe we must not be shy or afraid. We have our strengths - which we should not neglect.
We should use them!

Our strengths are our excellent research networks, our well-established companies that are
world market leaders in several major verticals, our growing startup communities and, not to
forget, our European values.

Of course, we must be open and accept the challenges and worldwide competition.

To leverage our strength, we brought major European activities for Al (Claire, Ellis, EurAl),
Data (BDVA) and Robotics (euRobotics) into a Partnership and setup cooperation with other
major European and regional initiatives.

This Partnership is the European focal point for Al, Data and Robotics. Europe has all the
expertise needed to progress rapidly in the deployment of these technologies, but it needs
to direct energy towards building a coherent infrastructure to stimulate deployment and
adoption, build up an effective innovation ecosystem and drive excellent research.

This Partnership will federate and cohere the communities that underpin European Al, Data
and Robotics. It will stimulate private investment and orient public funding to address the
key challenges. Collaboration within the Partnership will deliver Europe’s vision for a human
centric and trustworthy use of Al, Data and Robotics.

It is a pleasure for us to present you this paper - the Strategic Research, Innovation and
Deployment Agenda!

This paper results from the joint work of BDVA, Claire, Ellis, EurAl and euRobotics colleagues.
It includes hundreds of contributions collected in consultations with stakeholders, member
states, associations, and individuals.

Many thanks to all contributors!
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Artificial intelligence will transform many if not all branches of economic activity,
and Europe must get its act together to remain globally competitive. At Philips,
we are convinced that Al will in particular be one of the key enablers of the digital
transformation of healthcare - which is urgently needed in order to be able to
contain costs and assure adequate access to care for all. This in the face of a rise
of chronic conditions, an ageing population, and a rapidly increasing shortage
of qualified healthcare professionals. The application of Al will be key to be able
to turn personal health and contextual data from ubiquitous connected medical
devices at the hospital and in the home into actionable insights - and then into
the right actions. It is urgently needed to boost the adoption of technologies like
advanced machine learning, natural language processing, chat bots, semantic
reasoning, computer vision, and the patient digital twin to healthcare systems.
Europe must be at the forefront of developments in these fields - closely linked
to relevant domain knowledge like biomedical sciences, medical imaging,
precision diagnosis, monitoring, image guided minimally invasive therapy,
clinical informatics, and population health management. To avoid fragmentation
of efforts, and to be able to develop scalable solutions based on the responsible
application of Al to healthcare across Europe, the establishment of a large public
private partnership in Europe will be of crucial importance for the EU economy
and the health and wellbeing of its people.

Dr. Henk van Houten
Chief Technology Officer, Philips

Artificial Intelligence (Al is a powerful technology, getting more capable every
year. The challenge is for industry to harness that power. The Al PPP will help
achieve that by bringing together expertise in algorithms, sensors and robotics,
and addressing the realities of regulation and the need to build partnerships. The

J)

Al PPP s an exciting development for the mobilisation of Al in industry.

Professor Andrew Blake

Former Laboratory Director of Microsoft Research Cambridge and
former Director of Alan Turing Institute and member of ELLIS
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Robotics and Artificial Intelligence are key enablers for offering solutions to many
of our societal challenges, from demographic changes to sustainable production
and healthy living. KUKA supports the foundation of a public-private partnership
in Al to drive and accelerate innovation in robot-based automation across all
market domains by setting clear impact-driven objectives and establishing a vivid
ecosystem of researchers, enterprises and investors to achieve these objectives.

Peter Mohnen
CEO KUKA AG

The European approach to artificial intelligence should be based on European
values. Europe can become a global leader in ethical, inclusive, privacy protecting
artificial intelligence. The Al PPP is meant to create a vibrant Al eco-system that
all Europeans can benefit from. It is especially important for Europe to ensure
that Al is multilingual, that it understands and speaks all the languages that
Europeans speak, and that it can extract knowledge out of the vast amounts
of multilingual data in written and spoken forms. Small and big enterprises and
language communities should be supported with tools, data, know-how and, the
skills to fully embrace the potential of Al.

Dr. Andrejs Vasiljevs
Executive Chairman, Tilde



Artificial intelligence will shift the balance of power in the shortest possible time.
Here we have to see how we can assert and expand our position very quickly.
Europe can and must be the pacemaker(s) for Industrial Al - where in Europe
the domain knowledge is available and we have a powerful network between
SMEs, big companies, research institutes and government. We need from
industrial perspective fast-track programs to exploit the opportunities offered
by applications of artificial intelligence for industrial and societal benefit in
alignment with our European ethical principles! Therefore | very much appreciate
and support the establishment of a European Public-Private Partnership on Al as
a central hub to collaborate with other initiatives especially inside Europe and
with all the member states ... because we have one common goal: we have to

boost Artificial Intelligence in Europe!
Dr. Roland Busch

Deputy CEO, CTO, CHRO and
Member of the Managing Board of Siemens AG

evidence-based culture where the information at hand shapes decision making.

As European enterprises evolve into learning enterprises, they will develop an , ,

Data scientists, working with data engineers, architects, and business experts,
will increasingly be able to combine knowledge of the algorithms with an
understanding of functional goals. These enterprises will fully instrument their
processes, physical assets, and products to unlock the value from dormant or dark
data, to harness crowd-sourced intelligence, to use digital twins for simulation, to
track social networks, and to understand customer experiences. They will employ
Al business intelligence, data intelligence, and other technologies throughout
the organization. Those that can achieve this economy of intelligence will have
a competitive advantage just as those organizations in the past that achieved
economies of scale and scope had an advantage over peers. At IDC, we predict
that over the next four to five years enterprises that invest in these capabilities
effectively willexperience a substantial increase in knowledge worker productivity,
resulting in shorter reaction times, increased product innovation, and improved
customer satisfaction, in turn leading to sustainable market share leadership
in their industry. We at IDC look forward working with the PPP community to
research and develop the economy of intelligence in Europe.

et

Steven Frantzen
Senior VP IDC EMEA Region

‘It was the best of times, it was the worst of times’. We have entered an era of
unprecedented characteristics that can prepare the path for a truly informed
and sustainable development of our societies in a changing and challenging
environment. The characteristics of today are the exponentially growing amount of
geospatial data and the remarkable technological progress. Artificial intelligence
is the only viable way for a timely extraction of added value information from
the plethora of data sources becoming available and that can provide an
understanding of our past and the outline of our future environment. As Europe
is the leader of the biggest Earth Observation Program ever - the Copernicus
program - it only strengthens the idea that Europe must be a lighthouse for
Artificial Intelligence developments for the Earth Observation domain. Thus, [
strongly support the establishment of a European Public-Private Partnership on
Al, seeing it as a requisite to set the framework for a ‘best of times".

Dr. Florin Serban
CEO Terrasigna



economic growth. It enables the “Intelligent Enterprise” through human-
machine collaboration, allowing humans to focus on higher-value work.
Europe has largely contributed to the rise and upswing of Al and should keep
a central role in shaping the technology’s future. Broad and fast adoption of
Al and the support for digital technologies by SMEs will be crucial for future
European competitiveness. The public sector could become a role model for
Al deployment, demonstrating that it yields tangible benefits for citizens.
Europe should establish large-scale Al research and innovation clusters that
are on eye-level with those in the United States and China. At the same time,
Al developments need to respect European values and legal standards. This
will help to address critical societal challenges and support broad social
acceptance on which the success of Al in Europe depends. A European vision
for human-centric Al that aims at European prosperity will be an important
step in this direction. With our vision of the Intelligent Enterprise, and as a
market leader in enterprise software applications, SAP supports the European
Al Public-Private Partnership.

! ! Artificial intelligence (Al) is a core driver of innovation, productivity and

Juergen Mueller
Chief Technology Officer and Executive Board Member at SAP SE

CLAIRE, the European Confederation of Laboratories for Artificial Intelligence
Research in Europe, is an initiative by the European Al community that seeks
to strengthen European excellence in Al research and innovation. CLAIRE
supports the establishment of a cPPP with the objective of increasing the rate
of developing, deploying and adopting advanced technologies from the broad
field of Artificial Intelligence across European industries. A PPP that seeks to
increase value-creating collaboration between advanced research, universities
and industry is of great importance for the development of the Al- and Al-based
industry in Europe.

Dr. Morten Irgens
Oslo Metropolitan University, Kristiania University College, CLAIRE’s Executve Board

Partnership would provide an important mechanism for bringing key stakeholders
from the research and industry communities together. The European Artificial
Intelligence Association was established in 1982 and is one of the oldest and
largest Al associations in the world. We very much welcome an opportunity to
collaborate with euRobotics and the BDVA in bringing many key capabilities
within the European eco-system together to address the opportunities and
challenges presented by Al.

Professor Barry O’Sullivan
President of the European Al Association

! ! Artificial Intelligence is a major strategic priority for Europe. An Al Public-Private

One of the key issues for the future is leveraging loT data and enabling cross-
sectoral “data marketplaces”, providing true interoperability, lowering regulation
barriers, etc. to unlock the full potential of innovation loT-based applications.
Advancing in the convergence of loT with other enabling technologies such
as next-generation connectivity, Al, edge computing, is the key to sustain and
extend European leadership in the digital innovation space. Our collaboration
and support to this SRIDA document is one of the important steps in proofing
the concept and ensuring it is implemented in Europe.

Natalie Samovich
AIOTI Steering Board Chairwoman and WG Smart Energy Chairwoman



“intelligence”, towardsanewgenerationofintelligentsolutionsdesignedtoimprove
the quality of our time and regenerate energies by identifying and anticipating
needs, providing personalized services, foreseeing phenomena and optimizing the
resources available ... all this strictly in line with trustworthy and ethical principles.
Private industrial and research investments are already in place. In this
context, a European Public-Private Partnership on Al is of extreme
value to guarantee the proper alignment of forces that over the next
few years will massively bring intelligent systems in everyday life.
Europe cannot miss the possibility to be disruptive in the develooment and
adoption of leading Artificial Intelligence solutions ... to be adopted inside and
outside Europe.

! ! Todaythepowerofbigdataleadsservices, productsandprocessestoahigherlevelof

Orazio Viele
CTO Engineering Ingegneria Informatica S.p.A.

Al for Industry uses Industrial Data which is generated by Industrial processes.

Al for Industry is the natural next step after the adoption of Big Data and Analytics by Industry.
Al for Industry needs to show measurable results which can be endorsed by businesses.

Al for Industry requires scarce industrial resources to build the model and to label the results.

Al for Industry is still open and Europe has a realistic chance to shape its future! , ,

Therefore we very much appreciate the European activities towards Al Public Private
Partnership which will give us the central access point for Al in strong and inclusive
collaboration with all Al activities in Europe!

Hubert Tardieu
CEO Adyvisor, Atos SE

Europe has the fundamentals to be a leader within artificial intelligence, data
analytics and robotics in a way the benefit both industry and society. However,
the global competition is fierce, and leadership requires that the public and
private side jointly invest massively and wisely into the new opportunities to
create business opportunities, develop digital skills and to keep and attract new
talent. European Public-Private Partnership on Al (Al-PPP) would be a central
instrument to pool together the resources needed and to network big companies,
SMEs, start-ups with research institutes, universities and government

Dr. Tua Huomo

Executive Vice President, Knowledge Intensive Products and
Services, VTT Technical Research Centre of Finland Ltd.

transversal nature favors its incorporation to all sectors and requires new ecosystems
of public-private partnerships and new agile instruments that promote the transfer of
knowledge from the university and research centers to the private sector and society.
In this sense, new agile European Public-Private Partnership on Al, the network of
European Al Digital Innovation Hubs and Al technology centers between academy and
industry are essential to develop an European economy based on artificial intelligence
that is aligned with the European ethical principles.

Prof. Asuncion Gomez-Pérez
Vice-Rector for Research, Innovation and Doctoral Studies of the UPM

Artificial Intelligence is key to the development of the economy and society. [ts , ,



Machine Learning and Artificial intelligence together with Data will drive the
next generation of applications in industry and the public sector and provide
a shortcut to solving the development goals put forward by the UN. To meet
and exceed the demand for competence and solutions, Europe must increase its
investments in education and applied research. The establishment of a European
Public-Private Partnership on Al is a powerful tool to make this happen when
integrated into national initiatives like Al at RISE in Sweden.

Dr. Pia Sandvik

CEO, Research Institutes of Sweden

Having been the first European sector employer organisation to address the
effects digitalisation has on the world of work in a structured way, it is Ceemet’s
believe that digitalisation, and all its forms such as Al, has to be human centric.
It is not a new insight that skills, right-skilling, training, including of teachers,
adapted curricula in education and -vocational- training are vital for rolling out
digitalisation across Europe by creating competence, confidence and trust,
so that Al, robotics, and data can fully unleash their potential to the good in a
competitive Europe, that has chosen to underscore an ethical approach to Al,
and beyond. Fear is not a good guide and whereas Al can be compared with
a black box, it is careless to play with fears that more jobs will be lost due to
digitalisation than there would be created. Therefore, | appreciate this industry-
and research-driven initiative by euRobotics and BDVA to address these issues.
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Uwe Combilichen
Director General, Ceemet
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Autonomous Al systems must, just like humans, function within legal and ethical
frameworks. Due to individual and cultural differences in those frameworks,
you cannot leave that to the designers, suppliers or owners. This is a task for
our European governments. But if these governments only prescribe what Al
can and must do, the potential of Al will remain limited to what people can
already do. The development of reasoning systems is a challenge for science
and industry. Specifying goals and quantifying utility - what is the value of the
different outcomes? - is a task for the government. A European Al PPP can play
an important role in the necessary corporation between governments, industry
and research and technology organizations. Europe is well positioned in terms of
system thinking, multidisciplinary approach and innovation to achieve meaningful
control and thereby utilize the full potential of Al.

Professor Peter Werkhoven

Chief Science Officer and member of the Board of Management of
TNO and full professor at Utrecht University

Data, Artificial Intelligence and Robotics are part of our present and will be
more and more key elements of our future. We must define the scope of their
use and protect them as they become part of ourself and of our society. Data
but also threats, will increase with the evolution of technologies (5G, pervasive
loT, quantum computing ...): it is important to integrate from the beginning (by
design) cybersecurity in the development of innovations in data, Al and robotics.
For this reason, the cooperation between ECSO and the new European initiative
on data, Al and robotics will be strategic for the development of our economy
but also for the protection of our citizens and countries.

Dr. Luigi Rebuffi
Secretary General - ECSO






Executive Summary

Artificial Intelligence (Al), Data and Robotics presents an opportunity and a challenge to
Europe, an opportunity to improve the operation of European public and private sectors
and a challenge to translate Europe’s core Al, Data and Robotics strengths into a global
market advantage. The Al, Data and Robotics Partnership is focused on strengthening
research into the market, developing and extending Europe’s skill base and raising Al,
Data and Robotics deployment. It is likewise focused on the challenges Al, Data and
Robotics brings, on new business models and stakeholders, on the need for them to be
trustworthy and secure and the need for citizens to see direct benefit from their use.

This is built on the work of BDV A, euRobotics, ELLIS, CLAIRE and EurAl, and it is their joint
effort that is presented in this SRIDA (Strategic Research, Innovation and Deployment
Agenda). The five organisations are committed to working closely together to see
this SRIDA implemented by building on the Al, Data and Robotics infrastructure and
ecosystem that Europe is creating with Digital Innovation Hubs, Centres of Excellence,
Data and Al platforms, etc. All see the benefit of a strong European Al and the advantages
this will bring to businesses, citizens, the environment, and the public sector.

The Al, Data and Robotics Partnership will be open and inclusive and seeks to create a
common view that enable success. It will create impact by focusing on strategic areas
that are core to delivering Al, Data and Robotics in Europe. Through mobilising the
ecosystem, the Partnership will provide strong leadership that is rooted in the widespread
deployment of Al, Data and Robotics in sectors and regions across Europe. It will build
on European strengths to develop a global Al, Data and Robotics position that aligns
with fundamental European values and delivers technology, products and services that
maintain this by seeking to align academic excellence and innovation to the needs of
both industry and citizens.

One of the core activities of the Partnership will be to create connectivity across the Al,
Data and Robotics ecosystem. Increasing connections will result in improved academia-
industry collaborations built on a foundation of academic excellence grounded by
industrial relevance. Connectivity will engage member states and regulators into the
ecosystem and researchers and innovators into the market. It will develop new business
and new forms of investment. It will create dialogues that address fundamental issues
around deployment and citizen trust in Al and will create new partnerships. A key impact
will be the stimulation of industrial investment and private funding for Al, Data and
Robotics in Europe that raises the success of innovators translating research to market.
The Partnership is committed to the development of a rich Al, Data and Robotics
innovation ecosystem in Europe that is built around a strong skills pipeline, excellent
research and effective regulation and standards coupled to best practice in each sector.
The Partnership will provide the focal point for Al, Data and Robotics in Europe.
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Al Data and Robotics Partnership SRIDA

The Vision of the Partnership
is to boost European
competitiveness, societal
wellbeing and environmental
aspects to fead the world

in researching, developing
and deploying value-

driven trustworthwy.Al, Data
and Robotics based on
fundamental European rights,
principles and values.
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Motivation and Context

Motivation and Context

The Al, Data and Robotics Partnership is one of the 46 candidate Public Private Partnerships in
the upcoming Framework Programme'. The impetus for starting the preparatory work on this
Partnership came by the European Commission, which adopted in 2018 the Coordinated Plan
on Artificial Intelligence? announcing the intention to establish a Public Private Partnership on All,
in order to increase available financing for Al in Europe. The document called for private sector
partners to commit high levels of investments and referred to the cooperation between BDVA
and EuRobotics in this area as a basis to build on for the new Partnership. Following the adoption
of this strategic document, BDVA and euRobotics signed a commitment to collaborate (Joint
Vision Paper®) and started working on the first version of the joint Strategic Research, Innovation
and Deployment Agenda (SRIDA)4, which was published in June 2019. A second version of the
SRIDA?® was released three months later (September 2019) and built on very close collaboration
with the Al community and especially CLAIRE, ELLIS and EurAll.

The Strategic Research, Innovation and Deployment Agenda unifies the strategic focus of each
of the three disciplines engaged in creating the Partnership on Al, Data and Robotics. More
specifically his new third edition of the SRIDA adds viewpoints from each of the three communities
to highlight the convergence taking place between them and to provide each community with
the opportunity to express their context within the framework of the Partnership. This creates
the important focal point needed to identify common challenges and opportunities in research,
innovation and deployment for Al, Data and Robotics in Europe.

While each discipline will continue to develop its own strengths and focus on its individual
challenges and priorities, the focus of the Partnership is to define and develop common ground
between Al, Data and Robotics. In particular, the Partnership is based on the knowledge that the
greatest value will be developed in promoting the appropriate convergence of these disciplines.
By forging together their distinct characteristics a coherent European vision can be delivered
that matches need and delivers value to the market. The Partnership is therefore focused on
creating a successful and cohesive eco-system that translates Europe’s excellent academic skills
into an economic, societal and environmental advantage that embodies European values and
norms to achieve the best outcome for Europe.

Each of the five organisations engaged in the Partnership recognises the strength derived
from working together to address all aspects of the European vision for Al, Data and Robotics.
They recognise the strengths that each community brings to the Partnership and the unique
contribution each makes to the whole. This SRIDA sets out the context of this Partnership and
identifies the key areas for actions, investments and collaboration, it provides a framework
for unifying different approaches to Al, Data and Robotics so that each community can gain
advantage from the others through mutual exchange and collaboration.

The Partnership is open and inclusive and seeks to create a common view that enables success
in Europe, including the member states. The first and second release of the SRIDA set out how
to bring about this vision in practical terms by collaborating with related research, vertical and
technology networks. Since the two releases the partners have worked together to submit to the
European Commission a detailed application for the Al, Data and Robotics Partnership®. Detail
has been added to this third edition of the SRIDA to reflect that application, notably in relation to

1 https://ec.europa.eu/info/horizon-europe-next-research-and-innovation-framework-programme/european-partnerships-

horizon-europe_en

2 Communication from the Commission to the European Parliament, the European Council, the Council, the European
Economic, and Social Committee and the Committee of the Regions - Coordinated Plan on Artificial Intelligence (COM(2018)
795 final), 7th December, 2018.

3 http://www.bdva.eu/sites/default/files/VISION%20AI-PPP%20euRobotics-BDVA-Final.pdf

4  https://www.bdva.eu/sites/default/files/A1%20PPP%20SRIDA-Consultation%20Version-June%202019%20-%20
Online%20version.pdf

5 https://www.bdva.eu/sites/default/files/Al1%20PPP%20SRIDA-Second%20Consultation%20Release-September%20
2019%20-%200nline%20version.pdf

6 https://ec.europa.eu/info/sites/info/files/research_and_innovation/funding/documents/ec_rtd he-partnerships-
artificial-intelligence-data-robotics.pdf
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the objectives of the Partnership and its intervention logic and to the enhanced definition of the
challenges the Partnership will address. Most notably this third release is significantly enhanced
by the three deep dives detailing the Driving Adoption Section.

Scope of the Partnership

The Partnership covers all aspects of Al, Data and Robotics both within and between these
disciplines. It is guided by European strategy, by research and by market evidence to ensure that
its assessment of opportunity and value creation are aligned with excellence and needs. It will
create strategy, rooted in European public funding mechanisms, that can be deployed inside the
remit of the Partnership to achieve its objectives. It will also collaborate with other Partnerships
and stakeholder organisations where remits fall outside the focus of the Partnership.

The emergence of Al, Data and Robotics in Europe and the development of a trustworthy
European approach, coupled to policy objectives, are at the core of the Partnership. Therefore
its primary focus falls on regulation, infrastructure, ecosystem-development, industrial support
and public acceptance since these are the key drivers for Al, Data and Robotics in Europe. The
creation of digital infrastructures, including regulation, the enabling of effective value chains,
and the promotion of excellent research and innovation coupled to the retention of talent are
all essential for ensuring Europe retains technical knowhow and sovereignty. The Partnership is
committed to supporting research, innovation, deployment and commercialisation of Al, Data
and Robotics to enable Europe to challenge the global market for Al, Data and Robotics.

Key Impacts

Al, Data and Robotics are transversal and cut across sectors affecting many actors in the value
chain. There is widespread acceptance that Al, Data and Robotics will have significant impact on
all economic sectors’ and on the United Nations’ Sustainable Development Goalsé. The proposed
actions of the Partnership, set out in this SRIDA, address the series of objectives detailed in the
Partnership Application document®. These can be summarised in the general objectives of the
Partnership, namely:

1. To secure European sovereignty over technologies and knowhow.
2. To establish European leadership with high socio-economic impact.
3. To reinforce a strong and global competitive position for Europe.

The impacts from achieving these objectives occur in at three broad areas:

1. Scientific Impact.
2. Economic and Technological Impact.
3. Societal and Environmental Impact.

Achieving the stated impacts requires more than a strong market and technology position, it
needs a skilled workforce and a regulatory and standardisation landscape that can speed up
deployment and enable markets to develop; it requires strategy and an understanding of best
practice all of which the Partnership will enable. The Partnership provides an opportunity to
combine and scale up the impact of public and private investments® to create greater value for
European business and society through the wide-spread deployment of Al, Data and Robotics.
7 “Notes from the Al frontier: Tackling Europe’s gap in digital and artificial intelligence” McKinsey Global Institute February 2019

8 https://www.un.org/sustainabledevelopment/sustainable-development-goals,
9 https://ec.europa.eu/info/sites/info/files/research_and_innovation/funding/documents/ec_rtd he-partnerships-artificial-

intelligence-data-robotics.pdf

10 The BDVA leverage ratio for 2017 is 6.95 (with 1,1 BE mobilised private investments since the launch of the cPPP at the end of 2014)
and for the euRobotics PPP (SPARC) it is 3.6. Full details of the success and impact of the PPPs can be found in their respective
Annual Monitoring Reports https://www.eu-robotics.net/sparc/upload/Monitoring-report-2017-final-SPARC-2018_5vO-with-

annexes.pdf http://www.bdva.eu/sites/default/files/MR2017_BDV_PPP_Main%20Report_September%202018 1.pdf
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EUROPEAN OPPORTUNITIES

The opportunities in Europe are built around both its existing markets and new
market opportunities that will be created by deploying Al, Data and Robotics
into business and service sectors. There is evidence of investment in Al, Data and
Robotics across European sectors but greater action is needed to realise the full
value opportunity across all sectors. Strengthening the Innovation Ecosystem by
connecting and engaging with Al, Data and Robotics stakeholders will allow the
current barriers to adoption to be addressed. The Partnership will work towards
maximising the Al, Data and Robotics opportunities in Europe.

Market Opportunities

We already live in the data-driven world. Today, companies are leveraging data to
improve customer experiences, open new markets, make employees and processes
more productive, and create new sources of competitive advantage - working toward
the future of tomorrow. Enterprises are entering a world of multiple innovation, where
success is driven by the capability to adopt together emerging technologies such as
Al, Data and Robotics with maturing ones such as edge computing and |oT, building on
intelligence and learning based on Data. New opportunities will come increasingly from
combining digital technology with physical assets, and competition will be increasingly
powered by platforms and ecosystems where network effects and innovations feed off
themselves. To compete, companies must balance digital and industrial competencies,
master them at scale and learn how to collaborate in the new ecosystems. Market
demand for innovation will keep growing, but with ever increasing requirements and
quality standards.

The sudden stop of economic activities caused by the Covid-19 pandemic has only
slowed down investments in digital technologies, which are already picking up at the end
of 2020 and are expected to go back to high growing rates from 2021. Based on ongoing
surveys, IDC forecasts worldwide spending on Al" to jump from 40 B€ in 2019 to 119 B€
in 2025, while spending in Robotics™ will increase from 86 B€ to 254 B€ in 2025, driven
by massive automation investments. The already large Big Data and Analytics (BDA) ®
market will grow from 165 B€ to 294 B€ in 2025.

Alongside the personal and financial loss suffered through the Covid-19 pandemic the
wide spread lockdown created an unexpected and unprecedented social upheaval that
has demonstrated the usefulness and benefits of remote working and distance learning
(as well as some of their shortcomings) which is likely to drive stronger demand for digital
services in the near future. There is also a new awareness of the need for collecting and
managing data for social welfare and public health.

11 Source: IDC Worldwide Artificial intelligence Spending Guide, August 2020
12 Source: IDC Worldwide Robotics Spending Guide, August 2020
13 Source: IDC Worldwide Big Data and Analytics Spending Guide, August 2020
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Banking & Insurance
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Consumer, and consumer services

Government
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Discrete Manufacturing

Telecom and Media

Resource Industries

Telecom and Media

Figure 1: Top 4 Sectors for each area in terms of expected financial investments and percentage of total investment

The EU27 share of the Al market is forecast to climb rapidly from only 6 B€ in 2019 (15% of
the worldwide market) to 22 B€ in 2025 (18% of the worldwide market), as the European
industries adopt intensively Al tools and applications. As shown in the Figure 1 and 2,
the three top industries for Al investments in 2021 will be Banking and Insurance, Retail
and Wholesale and Discrete Manufacturing, all key industries for European economic
development. Similarly, IDC forecasts Big Data and Analytics (BDA) technologies® in the
EU27 toincreasefrom29B€to 47 B€in 2025, a16% share of worldwide spending. Robotics
investments in the EU27 are expected to increase at a less fast pace because they start
from a higher base, from 12 B€ to 19 B€ in 2025, and they are highly concentrated in a
few sectors, with 75% of spending in 2021 driven by Discrete Manufacturing, Consumer
devices, Process Manufacturing and Resource industries (Figure 4). On the other hand,
spending in Data /BDA technologies is distributed across most industrial sectors (Figure
3), with Finance in the lead with the highest spending actual and forecast.

Personal and Consumer Services i
0,6% CO“StE:'Ct'on 0,5% Resource Industries
3

S g

Education

apae 0,

Utilities :'>,0%Ls/o

Securities and Investment Services

Banking & Insurance

Transportation
21,8%

Healthcare

4,8%

Government

Retail & Wholesale
. . 6,7%
Professional Services

8,6%
Process Manufacturing

Discrete Manufacturing

Telecom and Media

Figure 2: Al Spending by Industry, by percentage of total investment, Western Europe, 2027"¢

14 IDC summarises Data technologies under the label Big Data and Analytics (BDA)

15 IDC summarises Data technologies under the label Big Data and Analytics (BDA)

16 Source: IDC Worldwide Al Spending Guide, Forecast, August 2020 and IDC Worldwide Robotics Spending Guide, Forecast,
August 2020, Western Europe includes: AT, BE, DK, FI, FR, DE, EL, El, IT, NL, PO, ES, SW, plus CH, NO, UK
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Education 2.5% 0,8% Construction

Securities and Investment Services 2,8%

Transportation
Banking & Insurance

Healthcare 19,8%
3,3%

Utilities

4,2%

Process Manufacturing [:H57
Government

Retail & Wholesale
10,6%
Discrete Manufacturing
10,3%
Professional Services

Telecom and Media

Figure 3: Data Spending by Industry, by percentage of total investment, Western Europe, 20217

Telecom and Media 0,4% 0,2% Education
Banking & Insurance 0,6%
Transportation 2,9%

Government 2,9%

0,2% Professional Services
0,03% Securities and Investment Services

Construction 3,0%

Utilities
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Discrete Manufacturing

Healthcare 7,0%
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15,6%
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5 Personal and consumer services

Figure 4: Robotics Spending by Industry, by percentage of total investment, Western Europe, 20271

The presented numbers indicate the financial investments in Al, Data and Robotics are
expected in all markets. In other words, the message from investors is that Al, Data and
Robotics are expected to add value across all sectors. This highlights that Al, Data and
Robotics opportunities exist across all sectors and domains.

17 IDC Worldwide Big Data and Analytics Spending Guide, Forecast, August 2020 Western Europe includes: AT, BE, DK, FI,
FR, DE, EL, EI, IT, NL, PO, ES, SW, plus CH, NO, UK; Note that IDC summarises Data technologies under the label Big Data

and Analytics (BDA)
18 Source:IDC Worldwide Robotics Spending Guide, Forecast, August 2020 Western Europe includes: AT, BE, DK, Fl, FR, DE,

EL, EI, IT, NL, PO, ES, SW, plus CH, NO, UK



22

European Opportunities

Value Opportunities
The deployment of Al, Data and Robotics will impact several main areas:

e By weaving Al, Data and Robotics into the design, manufacturing, production and
deployment processes, productivity can be raised.

¢ By using Al, Data and Robotics to increase autonomy, higher operational flexibility
can be achieved.

By using Al, Data and Robotics to improve usability of products and services (e.g.
by allowing greater variations in the human-machine interaction), the user value
can be increased and new customer segments addressed, therefore creating new
markets.

e By using Al, Data and Robotics for supporting complex decision-making processes
in dynamic environments, people can get help in situations of rising complexity
(e.g. technical complexity, increasing volatility in markets).

e By developing Al, Data and Robotics for boosting the European ICT companies,
for generating new market opportunities and for developing new business models.

¢ These fundamental impacts are felt at all areas in every market sector.

For instance, Al, Data and Robotics-powered digital technologies will benefit people and
society by leading the way in the transformation of the healthcare sector including the
transition to new care models and, notably, value-based and patient-centric healthcare.
Al, Data and Robotics can ensure that care is seamless by delivering solutions across the
health continuum. This ranges from helping people to take an active approach to healthy
living and prevention; giving clinicians the tools to make first-time-right and personalised
diagnosis, and creating new opportunities for intervention, treatment and supporting
patient recovery when they return home.

In the area of telecommunication, interaction with humans can be complemented with
Al, Data and Robotics to scale real-time support to a large number of customers. In
addition, the management and optimisation of operations can be improved by predicting
and adapting to future demands as well as by ensuring cybersecurity. Al analytics can
help to improve performance, efficiency, resilience, and scalability of telecommunication
networks.

In transport, Al, Data and Robotics will impact both within the existing infrastructure but
will also transform it. Al, Data and Robotics is already being used to identify the nature of
journeys taken across a city, how flows of traffic change through the day and in different
weather conditions. This has an impact on many different stakeholder groups, e.g. city
planners learn how to improve the traffic flow and individuals can optimise their travel
journey. Al. Data and Robotics also stimulates new businesses based on real-time traffic
data that can reshape the city by on-demand transport services replacing personally
owned vehicles, by enabling smaller swarms of delivery vehicles and by the removal of
carparks from town centres.

There is a similar story that can be told in each area of application. For example, in
manufacturing and production Al, Data and Robotics delivers productivity gains
through more efficient resource, energy and material use, through better design and
manufacturing processes and inside products and services, enhancing their operation
with more refined contextual knowledge.
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In other sectors such as, agriculture, marketing, entertainment and in the service sectors,
such as financial services, public services etc., and many others, the impact of Al, Data
and Robotics is equally far-reaching.

In addition, all Al, Data and Robotics technologies can be applied to bring value to the
missions and clusters in Horizon Europe. For instance, societal impacts can be achieved

e in the area of pandemic emergency response, e.g. for fighting Covid-19" Smart
systems that enable trusted and transparent contact tracing can directly translate
into lower death rates. Trustworthiness is critical to the acceptance of contact
and tracing methodologies using smart systems. An overview of how Al, Data and
Robotics can help in the battle against the Covid-19 pandemic (including access to
different resources) can be found under https://www.eu-robotics.net/eurobotics/
newsroom/press/robots-againstcovid-19.html and https://www.eu-robotics.net/
eurobotics/newsroom/press/robots-against-covid-19.html?changelang=1

e in the area of healthcare and cancer: Al-powered digital technologies will lead
the way in transforming the healthcare sector including the transition to new care
models and, notably, value-based healthcare as well as new diagnostic methods
and treatments, in particular in the area of chronic diseases such as cancer.

* in the area of smart cities and mobility: Existing transport infrastructure will be
enhanced by intelligent systems aligning personal travel journeys with the flow of
traffic, weather conditions, etc.

In addition, Al, Data and Robotics technologies pave the way to materialise environmental
impact. The Partnership will join forces to maximise its contribution to the European
Green Deal?°. A wide range of opportunities exit, for instance

¢ in the manufacturing and production area: Al, Data and Robotics system can help
to deliver productivity gains through more efficient resource, energy and material
use, through better design and manufacturing processes and inside products
and services through improving operational efficiency through more and refined
contextual knowledge.

e for the circular economy: Al, Data and Robotics technologies can be used to
enhance and accelerate the development of new products, components and
materials fit for a circular economy, to operate circular business model as well as
optimise circular infrastructure?.

e for optimising IT systems: Advances in Al algorithms aiming for optimised HPC
computing ensure that Al systems consume less energy. In addition, research in Al will
help to reduce carbon footprints required for training deep learning and NLP models.

A recent study from PwC and Microsoft?? highlights that using Al or environmental

19 Further examples of how Al, Data and Robotics can be used to fight Covid-19 can be found under www.bdva.eu/Covid19,
https://towardsdatascience.com/artificial-intelligence-against-covid-19-an-early-review-92a8360edaba, Nguyen, T. T.
(2020). Artificial intelligence in the battle against coronavirus (COVID-19): a survey and future research directions. Preprint,
DOI: 10.13140/RG.2.2.36491.23846 and Pham, Quoc-Viet & C. Nguyen, Dinh & Huynh-The, Thien & Hwang, won-Joo &
Pathirana, Pubudu. (2020). Artificial Intelligence (Al) and Big Data for Coronavirus (COVID-19) Pandemic: A Survey on the
State-of-the-Arts.

20 https://ec.europa.eu/info/strategy/priorities-2019-2024/european-green-deal_en

21 https://www.mckinsey.com/business-functions/sustainability/our-insights/artificial-intelligence-and-the-circular-

economy-ai-as-a-tool-to-accelerate-the-transition

22 Microsoft and PwC: How A can enable a Sustainable Future: https://www.pwc.co.uk/sustainability-climate-change,

assets/pdf/how-ai-can-enable-a-sustainable-future.pdf

23


https://www.eu-robotics.net/eurobotics/newsroom/press/robots-againstcovid-19.html
https://www.eu-robotics.net/eurobotics/newsroom/press/robots-againstcovid-19.html
https://www.eu-robotics.net/eurobotics/newsroom/press/robots-against-covid-19.html?changelang=1
https://www.eu-robotics.net/eurobotics/newsroom/press/robots-against-covid-19.html?changelang=1
http://www.bdva.eu/Covid19
https://towardsdatascience.com/artificial-intelligence-against-covid-19-an-early-review-92a8360edaba
https://ec.europa.eu/info/strategy/priorities-2019-2024/european-green-deal_en
https://www.mckinsey.com/business-functions/sustainability/our-insights/artificial-intelligence-and-the-circular-economy-ai-as-a-tool-to-accelerate-the-transition
https://www.mckinsey.com/business-functions/sustainability/our-insights/artificial-intelligence-and-the-circular-economy-ai-as-a-tool-to-accelerate-the-transition
https://www.pwc.co.uk/sustainability-climate-change/assets/pdf/how-ai-can-enable-a-sustainable-future.pdf
https://www.pwc.co.uk/sustainability-climate-change/assets/pdf/how-ai-can-enable-a-sustainable-future.pdf

24

European Opportunities

applications has the potential to boost global GDP by 3.1% to 4.4 % and will help to lower
the worldwide greenhouse gas emissions by 4% in 2030. Furthermore, smart systems
can provide a valuable contribution to sustainability at large, addressing challenges
such as (with an arbitrary choice of concrete examples): climate change monitoring
and understanding?®, natural resources*® and ecosystem? management, reduction
of the carbon footprint of industrial?® and human?’ processes, energy efficiency?® and
management, mobility management?®, and infrastructure planning°. In these contexts,
the scale and complexity of the problems to be solved pose new challenges to current
Al techniques that need to be scaled, made global, made more efficient, incorporated
into hybrid Al systems and integrated with knowledge coming from human experts.
In addition, security issues arising from terrorism-related issues, natural disasters, and
epidemics®, can be also addressed and better managed through smart systems.

In examining the vertical sectors and areas of societal, environmental and economic
impact where Al, Data and Robotics can deliver value, it is important to also identify
Europe’s significant strengths and where there is a strategic priority for Europe. This will
help to distinguish European Al, Data and Robotics and identify unique opportunities in
the global market.

It is essential that Europe builds on its unique strengths; its strong academic base, its
Business to Business expertise and its market leverage on a global scale. Al that is based
on core European values will improve trust and acceptance in society that will in turn
create a stronger market for Al, Data and Robotics. Europe’s comprehensive public
sector provides a great opportunity to deploy Al, Data and Robotics in areas that will
increase its value to citizens. All of these factors demonstrate that there is a significant
opportunity to deploy Al, Data and Robotics in Europe and Europe must now quickly act
to maximise the benefit.

Challenges for the Adoption

To generate and capture value in these markets, there are numerous challenges that
must be addressed:

Europe’s research landscape is fragmented: Europe has a strong Al, Data and Robotics
research capability and capacity in academia and research organisations. However, their
activities are fragmented between different communities and remain siloed around Al, Data
and Robotics, and within the Member States®?. This makes it more difficult for European
organisations to translate research into innovative smart solutions that can impact across
regions and globally, as well as feed research with real-world questions. Fragmentation must
be addressed; otherwise the results of research, innovation and deployment investments
cannot be utilised with maximal efficiency due to redundant and overlapping activities.

23 Better extreme events forecast by the US National Oceanic and Atmospheric Administration

24  Prediction of renewable energy production

25 Wildlife conservation and restauration

26 German Otto distributor optimizes its supply chain by smart prediction of future demand

27 Make the food supply chain sustainable

28 20% energy saving in St Vincent hospital

29 Truck traffic monitoring

30 Monitoring urban growth vs high flood risks

31 For soil moisture prediction

32 European Artificial Intelligence. (Al) leadership, the path for an integrated vision”. Policy Department for Economic,
Scientific and Quality of Life Policies, Directorate-General for Internal Policies. Laura DELPONTE (CSIL) 2018
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Lack of a functioning ecosystem for Al, Data and Robotics: Europe lacks a functioning
Ecosystem covering Al, Data and Robotics that can establish the foundation for boosting
value created by the innovative development and deployment of these technologies.
No single player can achieve this alone; the sharing of assets, technology, skills and
knowledge is crucial. In addition, for scaling the deployment of these technologies in
real-world applications, a critical mass of engaged stakeholders is needed.

Although Europe has strong ecosystems around Data (BDVA) and Robotics (euRobotics)
it needs to develop a single interconnected ecosystem that joins up across the technical
areas and across Europe. An ecosystem that overarches European efforts in each of
these areas needs to reflect the complexity and diversity of its constituents. It must
encompass the three dimensions Al, Data, and Robotics and ensure that knowledge is
cross-fertilised. In addition, this requires engagement from all stakeholders in order to be
effective and requires alignment between them to ensure efficient collaboration.

High complexity in development and deployment: There are considerable complexity
and cost in creating deployable systems in Al, Data and Robotics. In addition, critical
requirements such as accuracy, robustness, repeatability and trustworthiness, have to
be addressed. This requires dedicated research addressing deployment challenges and
requirements across the technologies and around products and services that in turn, rely
on complex and smart development and deployment systems.

Lack of Skills and Know-How: Many European organisations lack the skills to manage or
deploy smart technical solutions*?® that can be built on these technologies. An increase
in talent education is needed. However, a global competition for talent in these areas is
underway. Regions with the most vibrant technology landscape are better positioned
to attract skilled professionals and retain local talent. Talents are only attracted and
retained in the case where conditions are compelling.

Lack of business opportunity understanding: Developing business impact using these
smart technologies requires a full understanding of the market, the technology and
its impact on business processes and models. Because this requires the integration
of knowledge from multiple stakeholders34, it can result in low levels of uptake driven
by uncertainty and a lack of knowledge. In addition, the novelty of these technologies
means that emerging business potential may not be obvious from the outset, which in
turn slows the return on investment.

Societal Trust in Al, Data and Robotics: There are many misconceptions and much
misinformation about Al, Data and Robotics in societal debates, and the technology is not
fully accepted by society in all application areas. On the one hand, this will slow uptake,
especially where there is unfounded mistrust, but on the other, it may damage markets
where its dangers are not fully understood, for example, the limitations of autonomy in
road vehicles.

Lack of Infrastructure for Al, Data and Robotics: Both academics and innovators, SME’s
and start-ups, in particular, need good access to world-class innovation infrastructure
including access to data and resources such as HPC and test environments, etc. The
lack of accessible and excellent infrastructure will slow market development and limit
success.

33 IDC’s Western Europe Al/Cognitive Solutions Survey, June 2018
34 Ranging from end user, application provider, user, data supplier, technology creator broker, innovator and entrepreneur,
researcher and academic, regulator, standardisation body, investor and venture capitalist as well as citizen.

25



26

European Opportunities

Policy and Regulation Uncertainty: Policy and regulation of Al, Data and Robotics is
still unclear in areas including liability, right to explain, data access and trustworthiness.
Many organisations have concerns about compliance. The lack of clarity and the lack
of a common European legal framework will slow company growth and the delivery of
benefits.

Investment environment: In the international landscape significant private investments3®
in these technologies can be observed. To capture the full range of opportunities offered
an appropriately high level of private investment for Al, Data and Robotics in Europe
is needed. Engagement of major industries and investors around a common vision and
roadmap is essential to reach the full impact of public investment.

European Al, Data and Robotics Innovation Ecosystem

The European Al, Data and Robotics Innovation Ecosystem is complex and diverse. It
contains multiple types of stakeholder and, to be effective, there needs to be alignment
and collaboration between them. It is the “agora” for the sharing of assets, technology,
skills and knowledge. It provides scale to achieve consensus and critical mass around the
development of Al, Data and Robotics value through innovation that no single partner
alone could achieve. It expresses the collaborative purpose that binds organisations
and individuals together in achieving success in deploying Al, Data and Robotics. The
Ecosystem is typically composed of:

e End User: Person or organisation from different sectors (private and public) that
leverage Al, Data and Robotics technologies and services to their advantage.

» Application Provider: An organisation that uses Al, Data and/or Robotics
technologies for developing a vertical application (e.g. to be offered as Al service).

e User: A person who either knowingly or unknowingly uses or is impacted by a
system product or service that uses Al, Data and/or Robotics.

e Data Supplier: Person or any organisation (public or private) that creates, collects,
aggregates, and transforms data from both public and private sources.

e Technology Creator: Typically, an organisation (of any size) that creates tools,
platforms, services, hardware, and technical knowledge.

* Broker: an organisation that connects the supply and demand for Al, Data and/
or Robotics assets (such as skills, data, algorithms, infrastructures, etc.) needed
for developing applications by providing a channel for exchanging Al, Data and/
or Robotics assets.

¢ Innovator, Entrepreneur: Drives the development of innovative Al, Data and
Robotics technologies, products, and services.

« Researcher and Academic: Researches and investigates new algorithms, hardware,
technologies, methodologies, business models; provides skills and training in Al,
Data and Robotics and assesses the societal aspects of its impact.

* Regulator: Assesses Al, Data and Robotics systems for compliance with regulation,
privacy, and legal norms.

« Standardisation Body: Defines technology standards (consensus-based, de-

35 €17.9 billion by the U.S., €8.9 billion by China in 2016
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facto and formalised) to promote the global adoption of Al, Data and Robotics
technologies.

¢ Investor, Venture Capitalist: Provides resources and services to develop the
commercial potential of the ecosystem.

e Citizen: A person who will or will not develop trust in Al, Data and Robotics
technologies.

An effective European Al, Data and Robotics Innovation Ecosystem facilitates the cross-
fertilisation and exchange between stakeholders that leads to new Al/Data/Robotics-
powered value chains that can improve business and society and deliver benefits to
citizens. A productive European Al, Data and Robotics Innovation Ecosystem is an
essential component to overcome the key adoption challenges.

27






Al, Data and Robotics Partnership SRIDA

DRIVING ADOPTION

Deploying Al, Data and Robotics successfully in Europe requires an integrated landscape
for its adoption and the development of Al, Data and Robotics based on Europe’s unique
characteristics.

European Al, Data and Robotics Framework

European Fundamental Rights, Principles, and Values
Capturing Value for Business, Society, and People

Policy, Regulation, Certification, and Standards (PRCS)

Innovation Ecosystem Enabler

Skills and Knowledge
Data for Al

Experimentation and Deployment

Cross-Sectorial Al, Data and Robotics Technology Enablers

Sensing and Action and
Perception Interaction
Reasoning
and Decision
Making Systems,
Knowledge Methodologies,
and Learning Hardware
and Tools

Figure 5: European Al, Data and Robotics Framework and Enablers

Figure 5 sets out the context for the operation of the Partnership. It clusters the primary
areas of importance for Al, Data and Robotics research, innovation and deployment into
three overarching areas of interest. The European Al, Data and Robotics Framework
represents the legal and societal fabric that underpins the impact of Al, Data and Robotics
on stakeholders and users of the products and services that businesses will provide. The
Al Data and Robotics Innovation Ecosystem Enablers represent essential ingredients for
effective innovation and deployment to take place. Finally, the Cross- Sectorial Al, Data
and Robotics Technology Enablers represent the core technical competencies that are
essential for the development of Al, Data and Robotics systems.
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European Al, Data and Robotics Framework

Al, Data and Robotics technologies work within a broad framework that sets out
boundaries and limitations on their use. In specific sectors, such as healthcare, Al,
Data and Robotics operates within ethical, legal and societal contexts and within
regulatory regimes that can vary across Europe. Products and services based on
Al, Data and Robotics must be based on values that are compatible with European
rights principles and values. Critical to deploying Al, Data and Robotics is their
acceptance by users and citizens, and this acceptance can only come when they can
assign trust. This section explores this European Al, Data and Robotics Framework
within which research, design, development and deployment must work.

European Fundamental Rights, Principles, and Values

Context

On the one hand, the recent advances in Al, Data and Robotics technologies and
applications have fundamentally challenged ethical values, human rights and safety in the
EU and globally. On the other hand, Al, Data and Robotics offer huge possibilities to raise
productivity, address societal challenges and enhance the quality of life for everyone. The
European Commission has already taken critical steps towards an European approach
for the access, use and exchange of data and the fostering of excellence and trust in
Al and Robotics®*®.The further development and the implementation of the legal, ethical
and societal requirements remain challenging, but they will also provide for business
opportunities and enable Europe to strengthen its competitive capacities.

Opportunity and impact of the Partnership

The Partnership has a unique ability to facilitate a multi-stakeholder dialogue that can
expose challenges and define approaches to be explored and tested to make fundamental
rights, principles and values actionable in practice. In doing so, the Partnership can pave
the way towards the operationalising of ethical guidelines and assessment frameworks.
The Partnership will also engage with citizens aiming to understand and minimise the
apprehension surrounding Al/Data/Robotics-based technologies while seeking to
improve their trustworthiness and public adoption. The Partnership will continue to
foster research into the ‘by-design’ approach to privacy and data protection, security
and safety and include the scientific questions and business impact of ‘ethics-by-
design’ in the research roadmap. The complexity of the ICT ecosystem and the potential
evolutionary nature of Al solutions and of the concept of trustworthiness require further
investigation into the development of appropriate trustworthiness frameworks, while
integrating continuous improvement.

Concrete actions needed
The Partnership will:

¢ Facilitate a multi-stakeholder dialogue and consensus building around the core
issue of trustworthiness by guiding and shaping a common Al, Data and Robotics
agenda, and fostering research and innovation on trustworthy technologies.

36 High-Level Expert Group on Artificial Intelligence, “Ethics Guidelines for Trustworthy Al”, 2019; High-Level Expert Group
on Artificial Intelligence, “Policy and Investment Recommmendations for Trustworthy Al”, 2019; European Commission, “The
European Data Strategy,” 2020; European Commission, “White Paper On Artificial Intelligence - A European approach to
excellence and trust”, 2020.
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e Seek to promote a common understanding among stakeholders of European
Al, Data and Robotics fundamental rights and values, so that each sector and
community are informed and aware of the potential of Al, Data and Robotics
as well as of the risks and limitations of current technologies and will develop
guidance in the responsible implementation of Al, Data and Robotics.

e Establish the basis for identifying and expressing a European strategic viewpoint
on rights, principles and values by providing clear links to relevant regulation,
certification, and standardisation.

Capturing Value for Business, Society, and People

Context

Technical advances in Al, Data and Robotics are enabling real-world applications. These
are leading to improved or new value-added chains being developed and integrated.
To capture these new forms of value, Al/Data/Robotics-based solutions may require
innovative business models that re- define the way stakeholders share investments, risk,
know-how, data and consequently value. This alteration of value flow in existing markets
can be disruptive and often requires stakeholders to alter their business models and
revenue streams. These adjustments require new skills, infrastructure and knowledge
and organisations may have to buy in expertise or share data and domain know-how
to succeed. This may be particularly difficult if their underlying digitisation skills, a
prerequisite for Al, Data and Robotics adoption, are weak.

Even incremental improvements carry risk and may create a reluctance to adopt Al, Data
and Robotics. There may be little or no support for change within an organisation or value
chain, especially when coupled to a lack of expertise. Successful adoption of Al, Data and
Robotics solutions requires a flow of knowledge between the different stakeholders to
develop a well-balanced and sustainable value network incorporating all stakeholders’
interests, roles and assets that build value.

Opportunity and impact of the Partnership

The role of the Partnership is to mobilise industry and stakeholders in identifying how
to build value from Al, Data and Robotics. As a focal point for Al, Data and Robotics in
Europe, it will use its strategic influence and position, to foster and propagate a European
approach to Al, Data and Robotics that addresses the challenges. It will work with the
existing ecosystem to support and enable the deployment of products, processes
and services that create value. The goal is to generate stimulating collaborations that
foster the discussion around concrete new business opportunities. This is achieved by
mapping the technical capabilities of the supply side to the specific end-user needs on
the demand side and guiding Al, Data and Robotics innovation stakeholders towards
assets, infrastructure and collaborations necessary for success.

Concrete actions needed

To support the adoption of Al, Data and Robotics applications, the Partnership will
stimulate discussions to align supply and demand perspectives of the diverse value
stakeholders. With the main focus on application areas and sectors that:

e Are crucial for the European economy.

¢ Relate to critical infrastructure.
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e Have a social or environmental impact.

e Can increase European competitiveness in Al, Data and Robotics.

Policy, Regulation, Certification, and Standards (PRCS)

Context

The adoption of Al, Data and Robotics depends on a legal framework of approval built on
regulation, partly driven by policy, and an array of certification processes and standards
driven by industry. As Al, Data and Robotics are deployed successfully in new market
areas, regulation and certification can lag behind thereby creating barriers to adoption.

Similarly, a lack of standards and associated certification and validation methods can
hold back deployment and the creation of supply chains and therefore, slow market
uptake. In some areas of Al, Data and Robotics, the market will move ahead and wait
for regulation to react, but in many application areas existing regulation can present a
barrier to adoption and deployment. Most notably in applications where there is close
interaction with people, either digitally or physically, or where Al, Data and Robotics
technologies are operating in safety or privacy critical environments.

PRCS issues are likely to become a primary area of activity for the Partnership. Regulation
is increasingly a primary lever for the adoption of Al/Data/Robotics-systems. Similarly,
the development of standards, particularly around data exchange and interoperability
will be key to the creation of a European Al, Data and Robotics market place. Establishing
how to certify Al, Data and Robotics systems will underpin the development of trust that
is essential for acceptance and therefore adoption.

Opportunity and impact of the Partnership

The Partnership will act as a focal point for PRCS issues; its primary role will be as a
connector and convenor of groups to address key issues. Its wide connectivity to
stakeholders will allow it to bring different parts of the PRCS spectrum together and
to identify synergies and cross-cutting opportunities that can attract a critical mass. In
this, there will be both long and short term objectives. In the short term, it can connect
stakeholders around critical issues and support the development of viewpoints and
approaches. In the longer- term, it can support and develop stakeholder communities
able to drive standards and processes that will be needed for the mass deployment of Al,
Data and Robotics. Critical to this is the coherence of industry around PRCS issues and
the embedding of PRCS into research agendas so that emerging technology is already
aligned with standards and regulation. In addition, the Partnership also has a role to
highlight regulation that creates or has the potential to create barriers to innovation
in Al, Data and Robotics, and to foster the adoption and application of a risk-based
approach to regulation.

Concrete actions needed
The Partnership will need to carry out the following activities to progress PRCS issues:

* |dentify key stakeholdersineacharea of PRCS and ensure thereis good connectivity
between them and to the Al, Data and Robotics Ecosystem.

e Work with stakeholders and the emerging Al, Data and Robotics ecosystem
infrastructure (Digital Innovation Hubs, pilots, data spaces, etc.) to identify key
issues that impact on adoption and deployment in each major sector.
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*  Promote best practice in deployment regarding PRCS issues and provide signposts
to demonstrators and processes that can accelerate uptake.

e Support and collaborate in standardisation initiatives, and the harmonisation of
regulationacross Europetocreatealevel Al, Dataand Robotics single marketplace?®’
and connect with European and Global standards and regulatory bodies.

¢ Foster the responsible testing of Al, Data and Robotics innovation in regulatory
sandbox environments.

 Consolidate recommendations towards policy changes and provide support for
related impact assessment processes.

« Drive European thinking and needs towards international standardisation bodies.

Innovation Ecosystem Enablers

The Innovation Ecosystem Enablers are essential ingredients for success in the
Al, Data and Robotics innovation system. They represent resources that underlie
all innovation activity across the sectors and along the innovation chain from
research to deployment. Each represents a key area of interest and activity for
the Partnership, and each presents unique challenges to the rapid development of
European Al, Data and Robotics.

Skills and Knowledge

Context

The uptake of Al, Data and Robotics technologies will affect the skills needed by both
industry and wider society. Typically, users of Al/Data/Robotics-based systems will be
people without a background in statistics, mathematics, computer science or engineering.
In order for Al, Data and Robotics to be acceptable to society, we need to ensure non-
expert users have a basic understanding and awareness of these systems and how they
operate. This is required in order to avoid the misuse and misunderstanding of Al, Data
and Robotics and to ensure that people can accept and trust Al/Data/Robotics-based
solutions.

As traditional industry sectors undergo an Al, Data and Robotics transformation, so too
must their workforces. There is a clear skills gap when it comes to these technologies.
However, while there are shortages of people with specific technical skills or domain
knowledge there is also the need to train interdisciplinary experts. Al, Data and
Robotic experts need insight into the ethical consequences posed by Al, by machine
autonomy and Al augmented processes and services, they need a good understanding
of the legal and regulatory landscape, for example, GDPR, and the need to develop and
embed trustworthiness, dependability, safety and privacy through the development of
appropriate technology, products and services. Crucial for the growth of Al, Data and
Robotics in Europe is creating and retaining talent, both in academia and in industry
and promoting the flow of talent between them. This can be achieved by investing in
research and its infrastructure and in creating favourable investment environments that
allow talent to return, grow and stay in Europe.

37 For example the regulations around healthcare data vary considerably from country to country in Europe as do the
approaches to the use of image capture in public places
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Opportunity and impact of the Partnership

In sectors and domains where Al, Data and Robotics will have strong impact, the
Partnership will seek to understand and propagate best practice on collaborative
change. The specialisation required by Al, Data and Robotics practitioners will deepen as
the sophistication of leading-edge tools and algorithms increases. The skills for general
workers will become broader with an increased need for Al, Data and Robotics fluency
built on enhanced IT skills and improved numeracy and statistics. The ability to judge
bias in both data and algorithms will necessitate transdisciplinary training for knowledge
workers. The delivery of Al, Data and Robotics skills to SMEs will also be necessary.
Education systems, businesses, governments and social partners will need to adapt to
the changing landscape?3s.

Concrete actions needed

The Partnership will work through its network to ensure that all stakeholders along
the value chain, including citizens and users, have the understanding and skills to work
with Al, Data and Robotics enabled systems, in the workplace, in the home and online.
The Partnership has a critical role to play in bringing together the key stakeholders;
academia, industry, professional trainers, formal and informal education networks and
policymakers. These collaborations will need to examine regional strengths and needs in
terms of skills across the skill spectrum, both technical and non-technical. It is critical to
ensure that the skill pipeline is maintained to ensure the Al transformation of Europe is
not held back. Some concrete actions the Partnership will focus on:

e  Promote equality and diversity within the current and future workforce to ensure
diversity and balance in the educational opportunities that drive the skill pipeline.

e  Work towards the alignment of curricula and training programmes for Al, Data
and Robotics professionals with industry needs.

e Establish Al, Data and Robotics skills recognition, both technical and non-
technical, through certification mechanisms for university courses, professional
and vocational training, and informal learning.

 Development of complementary short-courses related to Al, Data and Robotics
aimed at decision- makers in industry and public administration, and those wishing
to upgrade, enhance or acquire Al, Data and Robotics based skills.

e Support for secondary, or earlier, education and adult learning to cover STEM skills
including ethics, social, and the business aspects of Al, Data and Robotics together
with the changing nature of work as well as support for vocational training.

¢ Develop citizen engagement to raise awareness of Al, Data and Robotics and their
impact and provide realistic demonstrations of their capabilities and limitations.

* Talentretention, scouting, training, exchange within the EU and between academia
and industry including the retention of start-ups and promotion of scale-ups.

Data for Al

Context

For Al and in some aspects of robotics technologies to develop further and meet
expectations, large volumes of cross-sectoral, unbiased, high-quality and trustworthy data

38 “Al: THE FUTURE OF WORK? WORK OF THE FUTURE!”, Michel Servoz, European Commission (2019)
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need to be made available. Data spaces, platforms and marketplaces are enablers, the key to
unleashing the potential of such data. There are however important business, organisational
and legal constraints that can block this scenario such as the lack of motivation to share
data due to ownership concerns; loss of control; lack of trust; the lack of foresight in not
understanding the value of data or its sharing potential; the lack of data valuation standards
in marketplaces; the legal blocks to the free-flow of data and the uncertainty around
data policies. Additionally, significant technical challenges®® such as interoperability, data
verification and provenance support, quality and accuracy, decentralised data sharing and
processing architectures, and maturity and uptake of privacy-preserving technologies for
big data have a direct impact on the data made available for sharing*°.

Opportunities and impact of the Partnership

Alignment and integration of established data sharing technologies and solutions, and
further developments in architectures and governance models aiming to unlock data
silos, would enable data analytics across a European data sharing ecosystem#. This will
enable Al-enhanced digital services to make analysis and predictions on European-wide
data, thereby combining Data and Service Economies. New business models will help to
exploit the value of those data assets through the implementation of Al and Robotics
amongst participating stakeholders including industry, local, national and European
authorities and institutions, research entities and even private individuals.

Concrete actions needed
The Partnership will:

e Create the conditions for the development of trusted European data sharing
frameworks to enable new data value chain opportunities, building upon existing
initiatives and investments (data platforms, i-spaces, big data innovation hubs).
Data value chains handling a mix of personal, non-personal, proprietary, closed
and open research data need to be supported.

«  Promote open datasets and new open benchmarks for Al algorithms, subject to
quality validation from both software engineering and functional viewpoints.

« Define specific measures to incorporate data sharing at the core of the data
lifecycle for greater access to data, encouraging collaboration between Data
Value Chain actors in both directions along the chain and across different sectors.

*  Provide supportive measures for European businesses to safely embrace new
technologies, practices and policies.

¢ Facilitate coordination and harmonisation of Member States efforts and realise the
potential of European-wide Al-digital services in the face of global competition.

¢ Guide and influence standards in relation to tools for data sharing, privacy
preservation, quality verification, collaboration and interaction.

e Promote standardisation at European level but maintain collaboration with
international initiatives for made-in-Europe Al to be adopted worldwide.

39 Details about the technical challenges are covered in the “Knowledge and Learning section”

40 Additional information on challenges at technical, business, organizational, legal compliance, EU-cooperation level can
be found in: “Towards a European Data Sharing Space: Enabling data exchanga and unlocking Al potential”. http://www.
bdva.eu/sites/default/files/BDVA%20DataSharingSpace%20PositionPaper_April2019 V1.pdf

41 that includes research centres’, industry, government and multi-national bodies, by leveraging existing pan-European
initiatives, platforms and networks
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Experimentation and Deployment

Context

Experimentation is a critical for Al/Data/Robotics-based innovation because of the need
to deploy in complex physical and digital environments. This includes safe environments
for experimentation to explore the data value as well as to test the operation of
autonomous actors. Al-driven innovations rely on the interplay of different assets, such
as data, robotics, algorithms and infrastructure. For that reason, cooperation with other
partners is central to gaining access to required assets. This includes access to the Al,
Data and Robotics ecosystem covering Al platform providers, data scientists, data
owners, providers, consumers, specialised consultancy, etc.

Opportunity and impact of the Partnership

The partnership will stimulate the development of experimentation environments and
sandboxes where companies and researchers, including SMEs, can test their Al, Data and
Robotics based services and products efficiently and sufficiently prior to market deployment.
Access to these testing environments is a key part of the offering from Al Digital Innovation
Hubs, including the provision of infrastructure, technical support, skills, data, etc. including
incubation and acceleration services. These enable companies to rapidly develop new
businesses based on Al, Data and Robotics technologies, applications and models.

Concrete actions needed
The Partnership will:

e Stimulate cooperation between all stakeholders in the Al, Data and Robotics value
chain around experimentation and deployment.

 Enable access to infrastructure and tools together with data sets covering the whole
value chain as a basis for doing experiments to support development and deployment.

e Support the creation and linking of DIHs, centres of excellence and all other EC
initiatives on the Al infrastructure.

e Support Al-based incubators as well as testbed developments as well as promote
initiatives that enable SME access to infrastructure and tools at low cost.

¢ Foster set-ups that bring together industrial user with research excellence, domain
experts with data scientists, aiming to fill the gaps between domain/business and
technical expertise.

e Establish Al, Data and Robotics large scale demonstrators aligned to European
industry needs to validate performance, with the expectation of support from regional
and national infrastructures.

Cross-Sectorial Al, Data and Robotics Technology Enablers

The following sections detail each of the technology enablers and illustrate their
inter-dependence in building successful Al, Data and Robotics products and
services. Each technology enabler needs to work in unison to achieve optimal
function and performance. They represent the fundamental building blocks needed
to create Al, Data and Robotics systems of all types.

The Sensing and Perception and Knowledge and Learning technology enablers create
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the data and knowledge on which decisions are made. These are used by the Reasoning
and Decision Making technologies to deliver; edge and cloud-based decision making,
planning, search and optimisation in systems, and the multi-layered decision making
necessary for Al, Data and Robotic systems operating in complex environments.

Action and Interaction covers the challenges of human interaction, machine to machine
inter-operation and machine interaction with the human environment. These multiple
forms ofactionandinteraction create complex challenges thatrange fromthe optimisation
of performance to physical safety and social interaction with humans in unstructured and
multi-faceted environments.

Systems, Hardware, Methods and Tools provide the technologies that enable the
construction and configuring of systems, whether they are built purely on data or on
autonomous robots. These tools, methods and processes integrate Al, Data and Robotics
technologies into systems and are responsible for ensuring that core system properties
and characteristics such as safety, robustness, dependability and trustworthiness can be
integrated into the design cycle, tested, validated and ultimately certified for use.

Each technical area overlaps with the other, there are no clear boundaries, indeed exciting
advances are most often made in the intersections between these five areas and the
system level synergies that emerge from the interconnections between them.

One of the core characteristics that Al enabled systems need to display is trustworthiness.
Building systems that can be trusted is critical to their acceptance and therefore to
successful deployment. Although only some critical Al applications need high levels
of trustworthiness all applications need to be trustable. Trustworthiness is a property

of the whole system created by the interaction between technology building blocks. It
must be designed into the system as no single technology embodies it,. Trustworthiness
is built on multiple underlying system characteristics; reliability, dependability, safety,
etc. and on the behaviour displayed by the system during its operation.

37

Sensing and Perception

Overview

Sensing and perception technologies create information needed for successful decision
making, learning and interaction. They encompass methods to access, assess, convert and
aggregate signals thatrepresent real-world parametersinto processable and communicable
data assets that embody perception. They encompass sensing and processing methods, and
the architecture of sensing and perception systems. They create filtered and managed data
streams and fill data stores and provide meta-data contexts. They address the parameters
of acquisition, speed, resolution, range and quality and the technologies used to combine
and fuse data to deliver an accurate picture of the world, be that from a website, a moving
vehicle, a factory process or the reactions of people watching a TV advert.

Within this technology enabler, the digital and physical become inseparable. This is
the crossover point between the physical world and its digital representation. Digital
representations of, physical motion, visual images, text, sounds, haptics, chemistry and
the human body are all fundamental to building a representation of the world around
us. Sensing is grounded in the real world by frames of reference, while perception builds
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information into data assets that can be communicated, shared, processed and utilised by
Al, Data and Robotic systems; These technologies are built around different types of data:

* Gathered from sensors*?, often in real time.

¢« Acquired from measurement systems.

* Extracted from accumulated time series.

e Extracted from unstructured data such as text, video, image and sound input.
* Referenced from data stores.

Sensing and Perception lies at the core of Al, Data and Robotics in all key sectors; healthcare,
agri-food, manufacturing, logistics etc. and for data derived from static and dynamic
sources such as satellite weather data, seismic, air pollution or ocean sensing data.

In addition to the capture of sense data, perception and interpretation technologies are
also important. In particular, Natural Language Processing has particular resonance within
Europe’s multi-lingual landscape and offers the potential to harmonise human interaction.

Dependencies

While the development of novel sensors mostly comes from outside the Al, Data
and Robotics community, mainly from the materials and semi-conductor industries,
the definition of data flows, interfaces and standardised meta-information, and the
specifications for processing methods and operational parameters such as range,
sensitivity etc. are often unique to the needs of Al, Data and Robotics technologies.
These applications also place constraints on data capture and processing, for example,
on energy consumption or data accessibility where privacy is important.

Knowledge and Reasoning Action and Systems, Hardware,
Learning and Decision Interaction Methodologies and Tools
Making

Sensing and Provides these Provides these Provides data streams | Depends on architecture

Perception with processed with context for interaction and and data flow standards for
sensed data and information closed control loops perception processing and
measurements data asset exchange

Sensing and perceptiontechnologies are usedacrossall sectorsand draw oncore technologies
from a wide range of industry supply chains related to semi-conductors, materials, embedded
systems, signal processing and metrology. Al, Data and Robotics applications are dependent
on timely, high-quality data that is rich in information and reliable.

Sensing and perceptiontechnologiesare usedacrossall sectorsand draw oncoretechnologies
from a wide range of industry supply chains related to semi-conductors, materials, embedded
systems, signal processing and metrology. Al, Data and Robotics applications are dependent
on timely, high-quality data that is rich in information and reliable.

Challenges
The following high-level application driven challenges exist in this technology enabler:

e The development of faster more accurate methods of perception that cover all
types of data modalities (text, video, image, sound, sensor, etc.) and that can

42 A sensor is a physical device that detects or measures a physical property. Examples are cameras for images and video,
microphone for sound, keyboard for text, a shaft encoder for rotation, or an accelerometer for motion.
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operate across a wide range of environmental conditions; different weather, diverse
everyday objects, different human emotions and ages, different behaviours and
diverse human interactions.

* The development of active perception technologies that use cognition to guide the
perceptual process; for example, prior knowledge and expectations can be used to
focus sensing, for example, image interpretation may support text understanding,
video may contextualise sound processing.

e The modularisation and standardisation of sensor interfaces, meta-information
models and data flows; for example interfaces that can adapt to the balance between
processing within the sensor (e.g. edge) and processing centrally (e.g. cloud); or
handle both local and distributed data capture; or adapt processing methods to
changing operating conditions or dynamics.

« The development of novel sensing and sensor systems for Al, Data and Robotics
applications; for example in challenging environments; low and high temperature,
pressure or in corrosive and explosive atmospheres, bio and chemical sensing, bio-
compatible sensors and low cost, low energy, high accuracy sensors.

e The development of methods to validate and certify sensor systems for safety,
privacy, trustworthiness, etc.; for example, safety certifiable sensors for human-
robot interaction, body pose detection or in-vivo physical interfaces.

e The development of advanced sensors able to adapt and self-calibrate, zero- energy
sensor and sensors that can be embedded in retail packaging, bridges or people.

Outcomes / Expected Impact

Better and smarter sensing and perception, will result in more accurate and timely
decision making, improved perception of operating conditions and environments.

Wearable and embedded sensing will improve human interaction and the interaction of Al,
Data and Robotics systems with objects and infrastructure. Distributed sensing linked into
networks, for example, in connected autonomous vehicles, will create a broader spectrum
of information from which Al can make better decisions. Improved accuracy and speed will
improve control systems and automation and allow greater levels of autonomy.

Short Term Medium Term

Longer Term

Standardised and
modular sensors will
create cross- sector
supply chains and reduce
costs

Sensors and sensor
systems will become
cheaper to manufacture
with better data quality;
designs will become more
compact and integrated

Improved text, image,
video, sound and sensor
processing

The ability to modularise and fuse
information from distributed and
multi-modal sensor systems will
become more standardised

Greater integration of sensing and
processing in modular packages

Secure and intrinsically safe sensing
systems

Advances expected in chemical
and bio-based sensing triggered by
medical applications

Improved accuracy through
advances in active perception
technologies

New materials and processing
techniques will yield new
forms of sensing and data
acquisition

Low or zero energy systems
based on ambient energy

Self-configuring and adaptive
sensors

loT supported by ubiquitous
networks of Al-based sensors

Newly emerging sensing
principles
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Knowledge and Learning

Overview

Knowledge and learning technologies, including data processing technologies, cover the
transformation, cleaning, storage, sharing, modelling, simulation, synthesising and extracting
of insights of all types of data both that gathered through sensing and perception as well as
data acquired by other means, for example financial transaction data, or marketing data. These
technologies encompass both data-driven and knowledge-based models and the management
of knowledge and learning methodologies and processes. These technologies enable

* closing the loop from data-driven, automated analytics and knowledge-based decision
support to fully automated enactment and actuation of decision, a significantly higher
level of automation and reliability of processes becomes possible.

e the assessment and assurance of safe and reliable functioning of autonomous systems in
the real world in a wide range of applications including autonomous cars, drones, delivery
of goods and environmental monitoring.

¢ to have a sustainable models of complex systems (digital twins) for example along
the complete lifecycle (product and production) of a product or system, or of
complex environments such as healthcare that create value from underlying data and
characterisations.

This enabling technology can be divided into different areas:

¢ Improving the data assets by addressing data pre-processing challenges for learning
technigues to derive insights, patterns, events, data anomalies detection, sentiment and
emotion analytics, etc. from heterogeneous data sources, and the provision of advanced
learning techniques.

e Generating domain related knowledge representations establishing the basis
for seamless incorporation of background knowledge into Al, Data and Robotics
applications. This includes approaches that combine data-driven learning with
knowledge-based approaches (hybrid Al), simulation technologies and digital twins,
methods that enable the data processing at the location where the data is produced
(edge based Al) and methods for knowledge representation and learning.

Dependencies

The development of data, Knowledge and Learning technologies establishes the basis to
incorporate domain knowledge, the physical environment, underlying processes and other
interrelations into the system function. It is an important processing step enabling the
transforming of complex data assets into high quality input for trusted decision making.

Sensing and Reasoning and Decision Action and Systems,
Perception Making Interaction Hardware,

Methodologies
and Tools

Knowledge Enrichment of Provides pre- processed Provides formal Depends on

and raw data to high data in high quality representation of architecture

Learning quality data Integrate data-driven and physical world and and data flow
knowledge-based decision | context information standards
and optimisation models guiding the

interaction
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Challenges
The following high-level application driven challenges exist in this technology enabler:

The scaling and federation of Al systems ensuring that simple Al-models can seamlessly
be composed and combined into large scale federated systems. This includes scenarios
based on distributed data storage locations, for data-in-motion and data-in-rest while
satisfying the privacy, robustness and performance requirements from the user side.

The development of data augmentation methods for transforming data assets into
high-quality and augmented training data. This includes the automated generating of
data labels, the generation of synthetic data, automatic methods for data verification
as well as methods to extract insights from small data.

Methods for knowledge modelling and representation that enable the seamless
integration of data and connection with the physical world. To support reuse of
integrated and continuous knowledge its representation in standardises format.

Advanced learning methods to ensure scalability, reusability and explainability of
analytical outcome. This includes approaches for transfer learning, better online
(e.g., continual lifelong) learning, explainable learning, meta-learning and knowledge
representation learning.

Methods that integrate data-driven and knowledge-based approaches to ensure that
Al system use all the available sources of information, and that models trained by data
are legible for humans and are compliant to given specifications.

The development of methods for handling security and privacy concerns. This includes
GDPR-compliancy in processing and sharing of data sources, ensuring data privacy
and data security standards along the data lifecycle which also applies to distributed
data and real-time data.

Outcomes / Expected Impact

By incorporating learning, knowledge and data assets, it becomes possible to optimise
the creation of more complex Al, Data and Robotics applications leading to higher quality
outcomes with lower construction effort.

Short Term Medium Term

Longer Term

Provide automated data
quality and filtering as
input to Al components
in order to avoid bias,
imbalanced data

Integrate domain
knowledge into the data-
driven data analytics
process

Ensure reliable data and
transparency of input data

Approaches for the
automated generating of
reliable training data

Means for the efficient semi-
automated generation of
domain knowledge models

Scalable and seamless
combination of analytical
models

Development of compact
and secure and privacy-
preserving algorithm for
distributed data

Extraction of valuable
insights from small data

Efficient means for transfer
learning and explainable
learning

Enable transparency by learning
understandable models (open the
black box)

Intrinsically trustworthy knowledge
modelling

Hybrid knowledge representation

Effective applications of model-
based Al

Support for human interrogation of
Al decision making

Development of intrinsically secure
and privacy-preserving algorithm

Reduction of the data demand for
learning
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Reasoning and Decision Making

Overview

Reasoning and Decision making are at the heart of Artificial Intelligence. This technology
area also addresses optimisation, search, planning, diagnosis and relies on methods to
ensure robustness and trustworthiness. Four scenarios can be considered that illustrate
the different ways these critical technologies are utilised:

e Human Decision Making. When people interpret the output of Al-based systems
to make decisions and take actions. For example in a manufacturing plant, the
supervisor analyses the output of several predictive models in order to immediately
stop the plant to repair a single machine or wait until the next scheduled maintenance
stop. Here the consequences of the decision are assessed by a person or a team.

e Machine Decision Making. When actions are carried out autonomously by an Al-
based system. For example, self-driving cars or drones. The conseguences are
assessed by the Al-based system and where there is often a hard timing constraint.

e Mixed Decision Making and Decision Support. When decisions taken balance between
humans and machines. The consequences are evaluated taking into account the
criteria of people (a person or a team) and the machine’s criteria.

e Sliding or Variable Decision Making. When the balance between human and machine
decision making varies during operation depending on machine based confidence
levels or human interaction.

e Collective and distributed decision making where solutions depend on the interests
and power of different parties involved and an optimal solution is an accepted
solution rather than some kind of “objective” optimum.

In all these scenarios different methods for decision making can be utilised and constraints
and uncertainty taken into account. The quality of decisions is heavily dependent on the
quality of input data and knowledge including symbolic and non-symbolic data.

Dependencies
Decision-making is at the centre of many Al, Data and Robotics-based systems. As such, it
has many dependencies on other technologies that supply, process and store information.

Sensing and Knowledge and Action and Interaction Systems,

Perception Learning Hardware,
Methodologies
and Tools

Reasoning Enrichment of raw Integrated high- Provides a formal Depends on

and data to high-quality quality, unbiased representation of the architecture

Decision- data data for decision physical world and context | and data flow

Making making (including information guiding the standards
domain knowledge) | interaction

Challenges
All three scenarios face combinations of the following challenges:

e Timeliness: ranging from decisions that must be taken immediately, in a matter
of milliseconds, because the next steps/actions depend on every single decision
(e.g. self-driving cars), to decisions that can be postponed with minimal risks or
costs (e.g. predictive maintenance in production plants).

e Robustness ensuring that decision making maintains its level of performance
under any circumstance.
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e Trustworthiness increasing users’ confidence in an Al and Robotics System by
making it dependable and reliable. To increase trust in Al and Robotics systems,
different aspects, such as transparency, explainability or controllability might be
needed to be addressed.

The following high-level challenges exist in this technology enabler:

e Interpretation of context: Guiding machine or human to better understand the proposed
recommendation / decision. This includes methods for providing explanations as well as
methods ensuring interpretability of models.

e Dealing with uncertainty: Decisions must be taken in the face of uncertainty in the models, in
perceptual data, and the effects of the system’s actions. Resilient Al and Robotics systems
must be able to cope with incomplete and contradictory information by combining
guantitative and qualitative methods.

e Transparent anticipation: Decision making often involves the use of predictive models to
forecast possible futures and take anticipatory actions. To ensure trustworthy decisions, it
must be possible for both the designers and the users to inspect, understand, validate and
possibly challenge these models, as well as the criteria used to make a choice based on
their predictions.

e Reliability: The challenge is to build decision making systems that prioritise the same
option(s) for similar input consistently.

e Human-centric planning and decision making requires the incorporation of background
knowledge and mental models of human users when deciding the best sequence of action
as well as information of related processes, activities or tasks.

¢ Augmented decision making that complements human cognitive capabilities in a supportive
way that humans are free to focus on less repetitive and more advanced tasks.

Outcomes / Expected Impact

By incorporating quality-controlled data within transparent decision-making processed Al-
based decision making can be reliably incorporated into more sophisticated applications.

Short Term Medium Term

Longer Term

Techniques for hybrid
decision making

Improve the human
understandability of Al-
produced decision

Provide simple
explanations detailing
the rationale of a
decision

Ensure robust and
reliable decision-
making

Increased transparency
by estimating model
uncertainty

Provide trustworthy and robust hybrid
Al-based decision making

Enable user dialogue to inform the user
about the decision’s rationale

Efficient means for handling uncertainty
in complex setting

Reliable real-time decision making in
dynamic and multi-actor environments

Dependable decision making in safety
and privacy critical environment

Constraint-based planning and decision
making in complex natural environments

Planning and decision making under
uncertainty

Explainable decision-
making incorporating
context information

Intrinsically trustworthy
decision making

Human interrogation for
decision making

Adaptive decision-making
by incorporation of
environmental changes

Human-centric and
compatible decision-
making by incorporation
of social interaction and
mental models
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Action and Interaction

Overview

The technologies in this enabler embody every aspect of digital and physical Al working
together. Interactions occur between machines and objects, between machines,
between people and machines and between environments and machines. Interactions
are shaped by real-time data acquisition, by stored information, by long term knowledge
accumulation and multiple modalities and languages. At a more abstract level, humans
interact, sometimes knowingly and sometimes unknowingly, with embedded Al, for
example in financial or telecommunication systems. To achieve the seamless operation
systems reliant on Al technologies need to interact smoothly and harmoniously to
achieve appropriate physical actions and interactions that respect their social, physical
and environmental context.

Dependencies

Action and Interaction technologies depend on high quality reasoning and decision
making and on immediate data and embedded knowledge. In addition, there is often a
need for regulatory compliance, especially when operating in close proximity to people.
Interaction with people, particularly social interaction, is dependent on understanding
social norms for interaction, for example, when handing a screwdriver to someone on a
ladder. Interaction also needs to adhere to privacy and ethical norms, both in digital and
physical spaces.

These technologies have numerous technical dependencies, for example, on natural
language processing, on-scene interpretation, on human interface technologies. They
also depend on contextual data, models of interaction and semantic data about physical
objects, for example, how best to grasp each of the objects in a warehouse.

Sensing and Perception Knowledge and Reasoning and Systems, Hardware,
Learning Decision Making Methodologies and

Tools

INei[oZ)=13[s B8 Depends on sensing of Gets semantic Depends on Depends on fast

(i e]) B motion and mechanical knowledge real-time context- reactive architectures

properties around objects aware decision for control

i . ki )
Relies on perception for an:l g man making Relies on edge-based
interaction actions Trusted decision Al

g Gets data on making .

Uses recognition of . Requires assurance

. objects and .
actions and sequences - of safe operation and

of interactions in people data privacy

Challenges

There are a set of core challenges in the interaction technologies that relate to the
processing of environmental cues to guide the decisional autonomy that drives the
sequences of individual actions that form an interaction. This can involve multiple
sources of data and the interpretation of perceptions within the context of an interaction
sequence. For example, interpreting the meaning of the spoken word in the context
of an on-going interaction. Or understanding the consequence of detecting liquid in a
container and the effect that might have on developing a grasping and movement plan.
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Within these generic interaction challenges, the following more detailed challenges also
exist:

e The development of techniques and methods to achieve seamless and natural
interaction in unstructured contexts, including multi-modal interaction and the
development of generic interaction models.

 Improved natural language understanding, interaction and dialogue covering all
European languages and age ranges

 Development of verbal and non-verbal interaction models for people and machines,
including gesture and emotion based interaction.

« Thedevelopmentofinteractiontechnologies using Virtual Reality (VR) and Augmented
Reality (AR) and their relation to human interaction both digital and physical.

e The co-development of technology and regulation to assure safe interaction in
safety-critical and unstructured environments. This includes the development of
actuators, mechanisms and control strategies for safe operation.

e The development of confidence measures for interaction and the interpretation
of actions leading to explanations of interaction decisions and improved decision
making.

Thedevelopment of robust, interactive machine learning and decision support systems
that interact with domain experts to obtain more accurate and realistic models.

Outcomes / Expected Impact

The expectation is that the further development of interaction technologies will lead to
faster, more intuitive interactions that can take place over more extended time frames
and in multiple areas of competence. That social interaction can be carried out in a
broader range of circumstances, linguistic and cultural context and that interactions can
take place between multiple agents.

Short Term Medium Term

Longer Term

Improved application specific
multi-modal multilingual
interaction

Improved interaction based on
perception of non-verbal and
emotion cues

Extended use of VR and AR in
interactions

Agreed safety criteria for co-
working in production

Increased augmentation of
human task

Affordable implementation of
digital companion

Longer continuous meaningful
multilingual interactions over
periods of 10 minutes or more

Generic standards for multi-
modal interaction

Safe, human compatible,
physical and social interaction
and collaboration in a limited
range of tasks

Improved dexterous
manipulation of unknown
objects

Increased automation
supporting human work

Continued interaction over
extended time periods of hours

Ability to carry out complex
dexterous tasks autonomously

Complex collaborative
interaction between multiple
agents

Complex social interaction in
multi-actor environments

Human environment
reconfigured around interaction

Safe interaction in dynamic and
uncertain environments
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Systems, Methodologies, Hardware and Tools

Overview

Al, Data and Robotics systems are complex. They integrate diverse technologies, from
software and hardware to physical structures. They can be distributed or local, large or
small scale, they can operate unattended or have complex human interfaces. Designing,
developing and deploying these systems has its own technology methodologies and
landscape; support tools, system architectures, validation processes and modularity
standards etc. These enabling technologies ensure that the designer, integrator
and deployer can efficiently deliver Al, Data and Robotics systems that perform to
specification. These enabling technologies cover:

¢ Software engineering methodologies (for Al, Data and Robotics).

e Systems engineering and integration science, including Systems of Systems
development.

« Hardware systems architecture and design; mechanical, electrical, electronic,
computational, sensing, actuation, control etc.

e Tools and processes for; design, deployment, testing, validation and certification
etc.

«  Modularity and Interoperability (Standards).

Al technologies, and in particular autonomy, brings specific challenges to the construction
of both digital and physical systems where they interact closely with people, either
physically or in terms of personal data, especially vulnerable people, and in hazardous
or critical environments. Here there is a strong expectation that the principle of “..
by design*®” can be extended to include ethics, privacy, trustworthiness etc. thereby
delivering compliance and performance guarantees.

Dependencies

These enabling technologies depend on standards and processes that have a global
dimension. They provide the basis for quality assurance including trustworthiness,
privacy etc. In some cases these may be set by legislation and regulation, particularly
where Al, Data and Robotics systems interact with and affect people. In some critical
environments the regulatory processes may determine the system architecture, and as
regulation changes, architecture will be adapted to exploit or enact it.

Sensing and Knowledge and Reasoning and Action and
Perception Learning Decision Making Interaction

Systems, Sets constraints on Provides knowledge | Provides Sets constraints on
Hardware, digital and physical used in model- techniques for digital and physical
Methodologies architectures driven design automated design architectures

and Tools processes

Challenges

At the core of all challenges in this enabling areais the need to develop, and guarantee that,

43 The concept of “... by design” covers the idea that, for example, safety, quality etc. can be built into a design through the
design process.
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systems meet a diverse range of system and behavioural design parameters. Parameters
such as safety, trustworthiness, dependability; as well as technical parameters such as
performance, latency, energy consumption, data use, processor power, communication
bandwidth etc.

Achieving these diverse system level requirements requires tools, processes, architectures
and standards that can be shown to build confidence that systems are fit for purpose.
Efficient design and development processes lead directly to faster time to market, but
the goal of right-first-time development remains a significant challenge for complex Al,
Data and Robotics systems.

This fundamental challenge flows through all parts of the design, development and
deployment cycle. The following high-level application driven challenges exist in this
technology enabler:

e To develop tools that enable the design, development and deployment of Al, Data
and Robotics systems that achieve their requirements at a behavioural level and a
technical level through the design and development process.

e To develop system integration processes and methodologies that are cross
domain and allow efficient system design that can deliver against Quality of
Service criteria. In particular, these should integrate certification and validation
criteria.

e Todevelop methodologies and processes that ensure that designand development
consider the whole life cycle of a product or service, especially where the product
learns to alter its behaviour over time and when it operates autonomously in
unknowable environments. Existing exhaustive testing regimes are costly and
act as a barrier to deployment; design-based autonomy assurance is a critical
challenge.

e To develop system architectures and modular standards that encompass all
aspects of data and physical systems. Critical to this is the co-development of
data and physical standards of modularity, and the development of data standards
for exchange and data asset generation that cover real-time, contextual, physical
digital contexts and their associated meta-data. Data architectures will have to
appropriately balance between cloud functionalities and computing at the edge.

e To develop methods and metrics to evaluate the performance of Al, Data and
Robotics systems, including the development of suitable benchmarks for complex,
integrated and evolving systems.

Outcomes / Expected Impact

The primary outcome from improving these enabling technologies is the speeding up
the development and deployment processes. Firstly, by improving the productivity of
designers and system integrators and secondly by speeding up the testing and validation
of designs. Discovering how to build “... by design” into tools and processes will enable
performance and behaviour guarantees to be delivered.
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Short Term

Medium Term

Longer Term

Data standards for exchange
and meta data standards

Platforms for data and algorithm
sharing

Testing and validation processes
standardised

Wide acceptance of definitions
for dependability and
trustworthiness

Data quality standards

Usability and human-machine
interaction quality standards

Tools and processes that can
more rapidly create Al, Data
and Robotics systems with
guaranteed performance

Standardised trustworthiness

Al architectures standardised
and built into design tools

System-level component
modularity creating cross-

sector supply chains

Standardised knowledge
models across domains

Stable design patterns
across sectors

Automated testing and

soft validation of systems,
including physical systems
able to guarantee regulatory
compliance

Safety autonomous learning
used in critical applications

Assurance of autonomous
systems in safety and
privacy critical environments
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Al DEEP DIVE
Overview of Artificial Intelligence

Artificial Intelligence

At its core, as a technical field, Al focuses on developing techniques to perform tasks
that we normally associate with the application of intelligence. That is the reason why
mimicking tasks such as learning, reasoning, planning and interacting with other intelligent
agents are of interest - as well as addressing challenging tasks like understanding human
language, intentions and actions, along with solving hard problems such as scheduling,
theorem proving and constraint optimisation. In basic science, this leads to a quest for
an understanding of the mechanisms underlying thought and intelligent behavior and
their embodiment in machines. In applied science, this leads to a quest for new methods
for solving difficult problems. In business this leads to a quest for combining these
advancements with increasingly better, cheaper and more available hardware, software,
infrastructure and data, into products, services and new market opportunities.

All machine learning and Al-systems today pertain to weak Al. They can perform
single and rather narrowly defined tasks, and we are far today from artificial general
intelligence. Some first steps are being proposed, addressing the combination of learning
and reasoning, multi-task and multi-modality learning, as well as life-long learning.
There is a long road ahead, scientifically speaking, for instance to reach commonsense
reasoning, but we should nevertheless already consider the moral and ethical implications
of research aimed at Al systems that display the full spectrum of human intelligence
(including consciousness).

Machine learning has recently revolutionised various fields of science and has also started
to pervade commercial applications in an unprecedented manner. Machine learning has
evolved into well-founded principles and software suites to support it, and learned from
data, where most of the impact is still ahead of us. Deep learning describes a set of
techniques that, in a supervised setting, take as input raw large datasets as they are
observed with the desired outcomes and learn how to predict that outcome for unseen
cases, and is one of the most prominent methods today.

At the same time, automated reasoning forms the basis for the correct and trustworthy
operation of all modern computer hardware, and increasingly, also of software. Al
optimisation techniques are widely used to ensure efficient use of resources in business,
industry and public administration. These developments are certain to increase in impact
as all of these areas of Al are developed further.

Al in Context

While the field of artificial intelligence (Al) has a rich history of more than 60 years, it
is over the last decade or so when major success has been achieved. While each of Al’'s
various subfields have seen essential developments, external factors have played a role.
These include the emergence of better hardware, the internet, mobile phone networks,
cloud computing, and containers. It also includes an impressive growth in the production
of digital data and access to them; as well as a substantial democratisation of technology
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driven by falling prices, miniaturisation, advances in human-computer interaction, and
available software tools and components; examples also include the significant ease
of deployment as society and its infrastructure have become increasingly digitised.
Another key to the recent success of Al has been on the demand side. As society’s
grand challenges are becoming increasingly pressing, from resource limitations, climate
change, pandemics, and unstable global financial instruments, to autonomous weapons,
security and migration pressures, scientists are asked to help.

While these developments give an explanation for the increased return on Al investment,
and the scientific and commercial success of Al over the last ten years, they do not
explain the extent of the interest in the field. The explanation for that is rather that these
developments finally have brought the game-changing promises of Al within reach.
Many argue that we are entering a new industrial revolution, or in an attempt to be more
precise, a technology-driven societal transformation.

Inthistransformation,industrial sovereigntyis at stake. Recent geo-political developments
have demonstrated once more that industrial sovereignty must be a cornerstone of
Europe. It is upon sovereignty that a European ethical approach, that is human-centric
and trustworthy, can be built. For Al, sovereignty is not a simple thing to achieve, as both
digital data and digital products are boundlessly fleeting over the world. Al-services can
be run from everywhere to everyone. These services are accumulating data we have
handed over, for others to use Al-technologies to draw strategic consequences. At one
point in time this digital-data-trade-deficit may come back to Europe. Then, close ties
of fundamental Al research and development to EU-based manufacturing and EU-based
service industries to reduce the need to separate data from the product.

Technology has always defined the reality we live in. Al turns this definition, this impact
on the way we live, work and think, even deeper.

While major nations across the world are significantly investing in Al, Europe is facing
major barriers in embracing it. First and foremost, Al is driven by talent. However, Europe
seems to have difficulty retaining top talent in European institutions and industries alike.
Salaries are not competitive, risk capital is sparser, and scale-up competence even
sparser. There is a less fluid relationship with industry. Al technologies have considerable
potential to disrupt existing markets. Increasing the entrepreneurial capacity and volume
is therefore a crucial element in the Al landscape. However, there is considerably less
private capital and competence available for starting and scaling up new enterprises.
And there is a lack of critical mass in research and connection to fundamental research
such that technology-driven economic and societal impact lags behind other continents.
If Europe does not embrace Al, it will come from the other two continents as Al is
boundless.

The abundance of digital data in combination with learning have redefined the
relationship of industry to society and vice versa. In the new territory of privacy law,
Europe has defined the General Data Protection Regulation (GDPR) as a first attempt
to protect personal digital data. In a new departure for tax law, several states in Europe
are considering taxing digital data. The European parliament has accepted a motion to
curb personalised advertising on the basis of data derived from cookies and the like. It
is evident the landscape is changing fast, and that these elements cannot be set apart
when considering Al-technologies.

The objective of many Al-systems is the taking of an action. Actions can be physical as in



Al, Data and Robotics Partnership SRIDA

robotics, where machines construct a product, or they fulfil a task in logistics. And actions
can be non-physical as in search robots, gathering information from across the Internet.
As for Al, the underlying principles, whether the action is physical or non-physical are the
same: Al-algorithms reason towards goals.

Economically, a key competitive factor in the success of the EU is how quickly Europe
will be able to use data broadly and efficiently. Trustworthiness is a crucial aspect of that.
Learnability is another aspect, already essential in some B2B-applications in Europe.
For some applications, trustworthy and human-centric machine learning and decision-
making, including transparency, fairness and explainability, are important. For all of this,
talent is the main driving force - for industry, academia and public administration. Even
for societal impact, talent is key.

Al has emerged with the power to innovate the systems of industry and society. It is hard
to decide which new application areas will show up over the next ten years. Generally, we
will see that the potential range of Al-based systems and products is as broad as the range
of human activities. We find systems or products in areas as different as cybersecurity,
transportation, emission reduction, efficient use of resources, autopiloting, robotics,
gaming, finance, marketing, industrial production and public administration. It follows
that Al is not a technology or field of science, but rather a broad range of research and
technologies with an unusually wide range of applications.

Europe’s future, its ability to tackle environmental and societal challenges while also
strengthening European competitiveness and positioning the continent in the global
knowledge economy, is dependent on its ability to establish well-functioning ecosystems
of research and innovation. Successful ecosystems have strong collaboration between
different sectors, including businesses and industry, entrepreneurs and startups, investors,
academia, and governments.

Many start-ups in Al originate from academia, some of them will grow fast. A fascinating
new phenomenon is that in Al and in machine learning, the borders between academia,
industry and services are transforming. Europe trails behind in this respect in what other
continents are achieving. To stem the data and brain drain, Europe needs to put talent
first, start-ups and scale-ups need to be fostered, services and industries need to be
helped to adopt and make efficient use of the new technology, and societal concerns
need to be dealt with at the core of the technology. All of this is needed to provide
economic stimulation, and to ensure European technological sovereignty.

The most important aspects of a European policy for excellence in Al would cover
regulation, infrastructure, the ecosystem, industries, and public opinion. Europe’s
capacity for achieving technological sovereignty critically depends on creating digital
infrastructures and managing holistic value chains, with the goal of supporting the
creation, deployment, and commercialisation of Europe-developed Al-methods and
technologies. There is an increased need for speed on a standardised regulatory
framework, infrastructural self-sufficiency, a vibrant and multilateral ecosystem, and the
support of public opinion.

Fast and safe development of coherent and consistent regulation of data, Al and robotics
is a condition for technology-driven growth in Europe, e.g the General Data Protection
Regulation. Clearly, regulation is important for clarity and the protection of citizens’
rights, but at the same time, Europe needs to be mindful of the consequences of over-
regulation. Legislators need to carefully balance the need for protection of individuals
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and the societal benefits of software systems. However, regulation and ethical guidelines
for Al should be lean enough to not undermine societally beneficial products and systems
and the development of commercial Al in Europe, whether in large industry, SMEs or
startups.

On the one hand, demanding controlled Al while on the other not providing a complete
and practical legal framework breeds distrust in Al among the general public, as well
as investor uncertainty. Legal sandboxes are instruments intended to make early pilots
possible, long before regulation is in place. These combined tech-legal workspaces
should facilitate participation for startups as well as established and large companies.
Other specific suggestions include regulation of the data economy; privacy standards;
best practice recommendations; standard practices for data collection; emphasis on
faster algorithmic development to keep up with the other continents; more attention to
fostering talent to keep up with the other two continents; accepted itemisation of ‘types’
of Al to prevent over-regulation; and certification, watch-dog and validation standards.

It is important that we ensure that Europe has well-functioning and efficient market
mechanisms. Other economic regions have moved early and put the market mechanisms
under pressure. The market opportunities of Al and machine learning are so big that
particularly focused efforts on keeping the scientific and commercial talent here are
needed by creating opportunity in data and in knowledge foci. Creating a permanent
Network of Excellence beyond national borders and within top-research institutions, as
well as multilateral collaboration between industry and research organisations that utilises
the rich, industrial data available to solve real industry problems. This is also a mandatory
element in the adoption of universal standards and practices, in the encouragement
of new industries to adopt Al, and in the alleviation of the costs of development and
research for startups and SMEs.

Over-regulation could easily prevent startups from penetrating the market and give a
global market advantage to companies based outside of Europe. And the lack of common
digital infrastructures means that they do not have access to appropriate and affordable
datasets and processing power. Similarly, Europe is lagging behind in its capacity and
competence in scaling technologies and companies. Without a market that is willing to
take risks, and without significant collaboration or channels of communication between
industry and research, talent seeks its opportunities elsewhere.

Market Perspectives of Al

In a recent communication by the European Commission [1], a Europe-wide survey was
conducted on the uptake of artificial intelligence among enterprises. In early 2020, the
survey reached a total of 9640 enterprises. It measured a high awareness of Al for three
qguarters of all enterprises, where half have adopted at least one Al-technology and a
quarter have adopted two or more. In fact Al-adoption was found to be highest in the
ICT and finance sectors while it was low in construction. While one in five have plans to
adopt Al in the next two years, two in five have neither adopted Al nor plan to do so.
Adoption at the level of each technology is still relatively low: from 3% for sentiment
analysis to 13% for anomaly detection and process or equipment optimisation. The most
common sourcing strategy is external, as 60% of EU-enterprises that use Al purchase
software or ready-to-use systems. For half of all enterprises, key internal barriers to Al-
adoption are difficulties in hiring new staff with the right skills, the cost of adoption, and
the cost of adapting operational processes. One third of all enterprises find liability for
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potential damages, data standardisation, and regulatory obstacles, to be major, but less
important, external challenges to Al-adoption.

The study demonstrates the importance of the Al-wave of innovation as it goes through
three quarters of all enterprises in Europe. The study demonstrates that it is important
to remove internal obstacles due to lack of talent, and external obstacles by providing
certainty on regulation.

Industry and services now and in the near future inevitably rely on Al technology. An
important driver of the current intense innovation wave is the pervasiveness of digital
data. And, as a consequence of the abundancy, research in Al has emerged as a motor to
drive innovation in industry and in services. The quality of that connection will determine
the success of a continent in the innovation wave which is currently underway. The more
industries and services rely on data, the more they need to embrace the opportunity for
business model innovation as well.

Banking has been disrupted by new forms of money, new forms of payment, new
forms of risk assessment, and new forms of fraud. This requires cyber-security, which
increasingly is based on Al techniques, but also Al-techniques like machine learning,
which are essential to predict the solvency of clients while ensuring proper fairness. New
billion euro companies have grown with new business models such as specialised but
grown-big fintech companies, and also big-tech have ambitions to challenge and disrupt
classical models.

Retail has been disrupted by new forms of home delivery, new forms of advertising and
new forms of routing. The business models of the sector are transforming themselves
necessarily for survival due to the entrance of young giants as Amazon. New billion
euro companies have grown and old retail is transforming itself speedily. The success
in this innovation will be determined by the effectiveness of Al-techniques like machine
learned personalisation under proper protection of privacy and detailed planning stock
and transportation.

Restaurants and personal services are being disrupted by new forms of delivery by new
billion euro companies such as Just Eat Takeaway and Deliveroo, also in response to Uber.
The business models have not found an equilibrium yet, but the success in this innovation
will be determined, in part, by the effectiveness of new business models integrating
Al-techniques such as machine-learned and machine-optimised personalisation under
proper privacy protection and detailed prediction of societal mood. From many new
internet companies we have seen how a sector will be transformed by re-inventing the
digital information flow coupled to predicting where and when it will be needed by Al
techniques. Apart from information standards and chain normalisation this requires Al
to survive.

In medicine and care, the integration of Al into the daily work is already on its way. This
will require Al techniques for Al-assisted diagnosis, Al-based monitoring, abnormality
signaling, and early warning for proper care. This will require Al technologies like deep
learning, verification, and optimisation, and a deep and proper attention to personal
protection deeply integrated into the technology. European companies in healthcare
are transforming into Al-companies gaining experience from digital dossiers and
digital medical knowledge to personalise medical care. More than in other application
areas, explainability of decisions is of importance here, as well as provable safety and
correctness of Al-driven systems. They will be supplemented with new companies for
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discovery in pharmaceuticals through reinforcement learning and other Al techniques
such as, for instance, healthcare monitoring under anonymity.

Many service sectors rely on handling information and knowledge effectively and
efficiently: notary services, law, real-estate, transport, and trade, for example. This has
caused the emergence of a new sector: information search, trend prediction, and strategic
information management, all based on data-driven and model-driven Al techniques
together with effective techniques for optimisation and natural language processing.
Where data-tech companies dominate the market, Europe cannot afford to lock itself
out of this sector. We see the emergence of specialised billion Euro companies such as
for literature and for judicial information services.

The above list supplements the emergence of Al in data analysis, manufacturing, mobility
and transportation industry, environment and energy sectors, and agriculture where Al-
branches of machine vision, human-machine interaction, planning, reasoning, quality
control, and feedback are already coming into use.

Example of Areas of Work

The work of the PPP can be organised by grouping sectors of industry according to the
similarity of their needs and define PPP Al-programs for them. By example, banking and
the financial sector will employ Al and cyber security, large data learning, fairness in Al.
Retail will need Al-planning and routing, Al and personalisation. Personal services will
profit from limited personal data flows, personalisation, information retrieval. Medicine
and healthcare will be boosted by Al-assisted diagnosis, privacy, small data learning,
explainable Al, care surveillance. Professional services willneed NLP, Al-guaranteed search,
explainability, trend prediction. The newly forming sector of digital data handling will
need algorithms to come to data, precise data, knowledge engineering. Manufacture and
production will use action, planning, sensor data, Al quality control, autonomy. Agriculture
and the food chain will employ robotics, sensor data, Al Quality control, autonomy, that
will also prove crucial to smart mobility and the race for autonomous vehicles. In arts,
entertainment and cultural production Al will be employed. In earth- and space science
will need computer vision and trend prediction. Education and Training will turn digital
and intelligent by personalisation learning and reasoning. Energy and resources will be
used more efficiently by planning. The environment can be protected more effectively
by modelling and planning. Information and Communication Technology will be more
efficient by intelligent routing. There are many examples in public administration and
citizen services and there are many opportunities being employed in science, innovation
and design. Transportation will reach autonomous vehicles as only one example in that
branch of the application of Al.

Framework and Enabling Factors

Commercial and scientific progress on Al is not only a function of scientific development,
but on underlying infrastructure, the regulatory environment, household digitalisation,
and governmental policies.

European Framework

European rights, principles, and values in Al
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Responsible research and innovation. Utilising the tangible results of the Horizon2020
program in responsible research and innovation helps guide Europe’s competitive effort
in the field of Al towards socio-economic benefits in Europe, democratic development,
rule of law and human rights.

Trustworthy Al. The European Commission, building on the work of the High-Level
Expert Group on Artificial Intelligence, is focusing strongly on the development of
Trustworthy Al. In their recent Whitepaper on Al they further built on this concept with
a vision for regulation in Al. Trustworthy Al systems must be ethical, legal, and robust. A
framework of seven key requirements have been developed to characterise the notion
of trustworthiness more precisely.

Explainable Al. It is generally accepted in both research and industry that explainable
Al is an important element. In the public debate on Al, it dominates as a way to enforce
a reasonable and ethical version of Al. Explainable Al is necessary to engage the public
in the debate of the values, changes and opportunities Al brings, and explainable Al is
sometimes an essential element by itself. There are also large sectors of society where
explainable Al does not play a role. When the performance of an Al-application is
predictable or the application is under strict human supervision or the application has
no societal harm, the most accurate result will prevail and rightfully so. In manufacturing,
a key asset of Europe’s economy, the best performing Al algorithm will generally win.
Enforcement of explainable Al should be differentiated to the use and goal of the
application. Where explainable Al is needed, a tendency is observed to equate explainable
Al with symbolic Al as if only explicit rules can deliver explainability to Al. There are
other ways of explanation: by visualisation, by visual examples as is the preferred way of
teaching in medical radiology, by circumscription of abstract notions such as “justice” or
“relevance”. It is important to assess where explainable Al should be enforced and what
are the permissible ways to achieve that.

Promoting value for business, society and people in Al

Al for good. In order to strengthen political support for Al in Europe, it is useful to focus
the European strategy on how Al can be used for improving people’s lives. Al for good is
employing Al to tackle some of the world’s greatest economic and social challenges, Al
for All. Global leadership in this focus can make the term “Al made in Europe” synonymous
with commercial products and services bringing Al for good. Again, the European focus
here is on Trustworthy Al (as discussed above).

Al-innovation ecosystems. Strong Al-innovation ecosystems are a prime enabling factor.
When looking around the world, global success in Al requires that all parts of the Al-
ecosystem are well developed and interconnected: entrepreneurs, innovators, investors,
regulators, large and small enterprises, and applied and foundational scientists and
research teams. Innovation happens increasingly as non-linear interactions between the
actors in the ecosystem (in contrast to purely linear technology transfer from university
to industry), a development shift that is strengthened by Al.

Academic collaboration with industry. It is critically important that industry-academic
collaboration is encouraged and structured using transparent and simple IP rules that
ensure that public funding is used in a way that benefits the public. Joint research involving
industry and public funding should be published openly. Crucial in Al and especially to
stimulate an active start-up culture. Al researchers should be encouraged to establish
startups. The emphasis should not be on the optimisation of short-term licensing income
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but be aimed at sustained impact, thus generating downstream impact in Europe. We
should facilitate startups in many ways.

Policy, regulation, certification and standards in Al

Regulation and market. Competitive use and uptake of Al need both regulation and
functioning market structures. Clearly regulation and policy instruments can both
hinder and advance Europe’s Al developments, including markets, new research, and
applications. However, it might also become an advantage for European industry having
anticipated new regulation.

Regulatory sandboxes. The European Commission, the European Parliament, and various
national Al strategies have recognised regulatory sandboxing as a strong enabling factor
for technologies and, most prominently, Al.

Governmental funding instruments. With weaker private investment in Al in Europe,
governmental funding instruments become that much more important. The European
Commission and the Member States are working through a framework envisaged in
the Coordinated Plan for All that ensures alignment between Member State strategies
in Al. The PPP will provide an important level of complementarity to those efforts by
connecting and supporting the Commission’s Digital Innovation Hubs, and opening them
up to the wider European Al innovation ecosystems.

It is critically important to incentivise and support interdisciplinary and multi-stakeholder
research, for example through large-scale challenge-driven research missions. However,
Europe should also consider simplifying and streamlining the structure of research
funding instruments, and reduce the overhead in terms of effort and time to apply and
manage grant funding, while not compromising on quality or accountability.

Privacy and safety by design. Research and development in the areas of privacy- and
safety-by-design in the last two decades provides a market opportunity for European
businesses. Such a position can be strengthened by recent work in ethics-by-design
for Al. The European view for digital privacy, as currently regulated in GDPR, is a good
first step. A commonly feared weakness would be if regulation separated from the Al
technology, opening the door to circumvention so that there exists an easy workaround
of the regulation. Privacy and ethical considerations, in general, can best be studied
in connection to developing the best techniques of Al. An opportunity would be to
integrate privacy into the machine learning technology, for example by the application
of a cryptographic technique, now popular in machine learning, known as differential
privacy, aiming to guarantee an explicit and limited list of conclusions to be allowed from
data, or by applying watch-dog technologies.

Data accumulation. Too little attention has been paid in society to data accumulation
and the dangers it brings, especially when data are transferred to other continents.
Accumulation of data from all corners of life is an unrated weakness of our current
digital world as it could easily jeopardise the anonymisation of data as framing would
easily fill back in the name and other ID-information removed from the data. Another
approach to put limits to accumulation is federated machine learning, applying
algorithms to the data to learn without the need to first centralise sensitive data and
still learn for a specific purpose. Therefore, Europe would want to endorse the ethical,
defensible, data accumulation and privacy constraints in close combination with the
further development of the Al-technology. On the other hand, free flow of data is also
of paramount importance, since startups usually have a global mindset from the get-go.
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Data localisation measures are hindering this flow by dictating in which jurisdiction data
should be stored or processed. However, localisation is not necessary for protection, and
so it imposes burdensome restrictions to startups while not ensuring that data is safer.

Regulation and certification of Al. Regulation by means of developing standards,
metrics, legislation and institutional mechanisms for auditing, monitoring, inspection
and certification, is an important context for Europe’s Al strategy. Regulation can, when
designed appropriately, boost European competitiveness. In regulation, verifiable Al is
important. It is a natural task for the EU to regulate. It is important to certify machine
learning in safety critical systems on safety integrity levels (SIL).2 Being able to certify
the safety level offered by any machine learned or complex knowledge-based algorithm
has great impact, possibly more impactful than explainability of its decisions. The
alternatives of formal methods of verification are intrinsically difficult to generalise to
data-heavy applications. Considering that Europe’s economy is significantly based on
building machines, from automotive to industrial robotics and manufacturing in general,
and considering that putting Al into these machines would likely have a strong impact on
the EU economy. The Al, Data, and Robotics PPP, and AI4EU, could play a role here. An
opportunity arises for Europe to stimulate good methods and procedures for verification,
which for machine learning would surpass formal methods of verification and include
methods, which can handle external (training) data.

Innovation Enablers

Skills and knowledge

First and foremost, talent will enable the growth of Al, as was also found in the recent
study on Al-adoption*t. The spread of fundamental knowledge is essential for the
continent, within academia and across to industry and back. Cross-visiting researchers
between academia and industry as well as workshops and summer schools for students,
academics, and industrial participants help to promote mobility, facilitated by housing,
childcare, and international schools at each site. Al “made-in-Europe” is equivalent to
fostering talent to stay in Europe and pursuing competitive Al research at the world-
level with best opportunities for societal and economic impact. Investment in Al talent
is not a free choice. When first talent, and then data of all sorts, are shipped to other
continents, one day this will have consequences for the Al models that will make our
economy, culture and society efficient, in order for Europe to have a say in the values
important to her.

Europe requires dedicated efforts in establishing cross-disciplinary Al curricula in tertiary
and post-graduate education which integrate ethics, humanities and technical disciplines,
in mainstreaming Al-related skills in all academic disciplines and professional fields, as
well as in fostering cooperation spaces between Al experts and professionals. Education
is fundamental. Europe already has a good educational system that can be further
improved. First, there is a need to significantly increase the volume of broad Al educational
programmes with a focus on technology (at all levels including BSc, MSc, PhD, and
postdoctoral). Second, Europe must develop specific Al educational programmes with a
focus on dissemination in other sciences and society as a whole (at all levels including BSc,
MSc, PhD, and postdoctoral). Third, Europe must make sure that primary and secondary
education provides the necessary theoretical and practical foundations to allow everyone
to become active and engaged citizens in the modern society, where Al is a natural part.

44  “European enterprise survey on the use of technologies based on artificial intelligence”, 2020, the EC.
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Fourth, Europe should develop and implement a model curriculum of its own in Al.

Data for Al

Data. The significant increase in data volume will continue. Europe’s data production
does not guarantee global competitive strength in itself. Strong enablers to Al include
providing access to data and data feeds from the increasing number of data producing
objects in society, regulate its use, and develop functioning data markets. First, an
incredible amount of useful data is created and retained nationally by public institutions.
This data can spark innovative breakthroughs in various sectors. It is important that
Europe’s governments move towards making substantially more of their data available,
and make test or prototyping data freely available. For data-driven companies to emerge
and flourish a well-functioning data market would be a strong enabler. In such a market,
there are both producers of data, refineries known as data factories, and companies
turning refined data into products and services.

The construction of pan-European data infrastructures, such as the proposed European
Data Space, may be an opportunity after taking special attention for its suitability in
Al-development and Al-research. A data infrastructure might be considered the best
mechanism to build sovereignty in Al in Europe as for machine learning the data to
a significant extent determine the outcome. For health, but also for all other sorts of
relatively rare data resources, coping with data without accumulating them, and
respecting privacy, may be key.

Experimentation and deployment

Al-chips and microprocessors refer to a new generation of microprocessors that are
specifically designed to process artificial intelligence tasks faster, using less power. Al
chips are expected to play a critical role in economic growth because they will provide
advanced Al processing for mass-market Al apps and move Al capabilities to (increasingly
smarter) cars, homes, robots, manufacturing chains, weapons, electronic devices, and all
sorts of things connected to the internet.

The 5G-mobile network is expected to speed up a move of Al computations from
the cloud to the edge or |oT devices, in addition to next-generation edge computing
convergence with Al systems on chip: 5G will enable edge devices to seamlessly move
between indoor and wide-area environments. These same 5G interfaces will undoubtedly
be converged with neural network processing circuitry.

Al-targeted high-performance computing. High-performance Al is dependent on high
performance computing. However, the requirements for high-performance computing
infrastructurein Alis markedly different fromthoseintraditional areas of high-performance
computing, involving specialised hardware architectures. Also, while Al services need to
be developed, deployed, and shared across a large variety of computing environments,
we assume Europe will establish an increasing number of large-scale Al projects that will
need support from larger regional or even European infrastructures.

In Europe, diversity coupled to language is natural. It should be part of any strategy as it
provides a natural advantage. In Europe to achieve some form of technology sovereignty,
a necessary condition is an infrastructure, for data as well as for the processing. The
data would require further elaboration on common European data spaces with the
effect of a de-facto European standard; data collection standards; privacy-preserving
and anti-data-accumulation data sharing infrastructures; and open-source data lakes.



Al, Data and Robotics Partnership SRIDA

At the same time, the infrastructure “proper” should be held “in common”: for model
testing with a small-effort to transition to certification; built upon European computing
(cloud) infrastructure as an alternative to AWS; algorithm development sovereignty;
sector-by-sector endorsed development of European web-engines; language translation
technologies.

Other infrastructure components would address the need for achieving stronger
cohesion across Europe’s scientists and Al ecosystems. While Europe has many of the
world’s best Al scientists, they are spread out across many countries, research centers,
companies and projects. Two possible instruments to counteract this, as proposed by
the Commission in its Whitepaper on Al, are a network of Al centers across Europe and
a European “lighthouse”.

Possible Programs

The PPP will develop a number of co-funded programs. Here follows some examples
of possible programs. Ensuring the trustworthiness, correctness, safety, leveraging
European strength in automated reasoning. Developing the role of Al in resource
allocation, efficiency of services and use of resources, leveraging European strength in
Al planning, scheduling, optimisation. Dealing with multiple, conflicting objectives and
preferences, between humans as well as between Al agents, leveraging European strength
in multi-agent systems. Talent scouting, training, exchange, encouragement inEU across
the border of academia - business including start-ups and scale-ups at world level. The
accumulation of personal data is undermining proper privacy even if protected. New
regulations beyond GDPR need to include technology like differential privacy. Explainable
when necessary explain decisions: by example, text, or visualisation. Certification and/or
watch-dog technology needs to be set up. practical procedures and standards how to do
it efficiently in practice.

Technology Enablers

A weakness in Europe is that the discussion on Al has become very siloed. Contradictions
have been created between symbolic Al and machine learned, data-driven, and bottom-
up Al, between sensory data knowledge versus real human knowledge, between humane
Al and not-so-humane Al. In the end these oppositions are not fruitful nor will survive
history. Therefore, Europe should work on obtaining basic and fundamental knowledge
in Al without prejudice for the technology. And, Europe could work on the integration of
the valuable elements of symbolic and learned knowledge without denominating either
technology as humane Al.

Sensing and Perception

Digital sensory information was used for efficient recognition until machine learning
provided the first application areas where the machine has reached a human-level
recognition of what is seen. The same holds for aural and spoken understanding of text.
Well-trained machines provide a level of advice on dermatologic disorders compatible to
the best human performance. The same holds for a broad range of ophthalmic diseases.
In manufacturing and agriculture, visual quality control and anomaly detection is on the
verge of being standard. New businesses have been built on the automatic reconstruction
of 3D space from camera recordings. Diverse activity recognition will find its application
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in surveillance in a broad range of industries, camera-assisted care, quality inspection,
numerical assessment of quantity, and autonomous vehicles.

Geometric Deep Learning is crucial to topics as diverse as the analysis of social interaction
and its conseguences for the prediction of fashion and societal moods, protein-protein
interactions in biochemistry for drug design, bonds between atoms within molecules in
material strength, and robustness of planning transportation in road networks. Anything
where links between entities is the crucial aspect. Recent years have seen a surge in the
deep learning of graph-structured data capturing larger and wider structures in their
analyses.

Robot Learning. Effective learning of actions and controls from the right amount of
data and instruction for real-world robots aims at significantly improving robustness and
flexibility of robots that interact with the real world. Machine learned robots will, in the
end, be able to cope with changing environmental conditions. Not only will this enhance
the robustness of the robot but also its precision and its capacity of collaborating with a
human user. How should the robot move? How to act? How to interact? The application
in manufacturing, agriculture but also in surgery has only just begun.

Data, Knowledge and Learning

Machine learning is concerned with algorithms that modify their own behavior based on
observations, that can be examples or results of the program’s actions on the world. In the
former case, also known as statistical learning, the goal is to build a model of the concept
under study from a dataset of examples. Within the ‘learning from examples’ paradigm,
one usually distinguishes supervised learning, in which examples are labeled with the
target concept (which a category for classification problems, or a continuous function,
for regression problems), semi-supervised learning, where usually only a small fraction of
the examples is labeled, and unsupervised learning, in which no example is labeled, and
classes/outputs need to be identified as well. When the observations are results of the
program’s actions, reinforcement learning aims at identifying the best policy choice of
action depending on the state of the system) in order to optimise some external reward
resulting from its actions. Other systems are for instance recommendation systems.

The most well-known approaches to-date in machine learning, that are responsible for the
recent successes of Al are based on deep neural networks. It has resulted in a world-wide
dissemination in computer vision, signal processing, natural language processing, where
new application domains appear continuously. Neural networks have revolutionised
supervised learning as well as reinforcement learning, because they perform end-to-
end learning: not only do they not require any human-designed features to describe
the data, but they actually build such representations of the data, oriented toward the
task at hand. This allows building powerful generative models known as GANs. Subjects
of current cutting-edge research: robustness against adversarial examples, detection
and correction of biases, and explainable machine learning for trust; transfer learning,
domain adaptation, and few-shot learning for small-data contexts.

Although contemporary machine learning algorithms achieve fascinating results even
at the borders of human performance, they often remain inefficient, unreliable, brittle,
or require manual tuning. Many contemporary machine learning algorithms are still
comparably badly understood. As a result, they require manual tuning, can be inflexible
and sometimes behave erratically. And there are essentially new elements to the machine
learning tree: causal reasoning of learned systems and reinforcement learning where the
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reward not the label determines the capacity to learn. The development of efficient and
reliable learning systems with theoretical guarantees is in order. One particular form of Al
Is automation of Al including the choice of algorithms and parameters and configuration
in the search community. The main challenges ahead are the identification of descriptive
features of datasets in an ML-context or problems in search that would allow instance-
based automatic configuration.

Robust Machine Learning. As machine learning technologies are progressively deployed
across the sciences and into the real world, it is becoming more important that they can
reliably perform well, when applied in settings different to those during training. One set
of techniques applies adversarial manipulations during training to make the classification
robust. Another set of techniques solves learning when only unbalanced, messy or
heterogeneous data are available. Applications range from medicine where data are
scarce, fault detection in industry where data are intrinsically unbalanced, environmental
sciences, in manufacturing for assisted design, the robustness of autonomous vehicles
and industrial control to handle also unseen situations.

Reasoning and Decision Making

Reasoning is any way to infer rational conclusions or making reasonable predictions
from available knowledge. Also, for reasoning to be meaningful in addition to correct, it
needs to be relevant to any situation at hand. Symbolic reasoning involves the explicit
embedding of human knowledge and reasoning into computer programs. Sometimes
they are embedded in software systems, sometimes they are components of technologies
known as for instance knowledge-based systems, knowledge graphs, ontologies and
semantic web, expert systems, and logic programming. Reasoning methods such as
constraint solving, model checking and automated theorem proving, and methods from
SAT and SMT solving, are today widely used for hardware design and verification, software
verification in mission-critical systems, planning and scheduling of a number of industrial
tasks like robots, air-traffic control, traffic routing, industrial automation. The systems
are used to both design by verified synthesis and certify real-world complex systems,
both human-designed like air, train and car control systems, stock-trading systems, and
automatically designed such as neural networks and other results of machine-learning
algorithms used in industry, putting formal guarantees on their use. Reasoning might,
of course, be distributed across multiple agents, which might also introduce complex
strategic and game theoretic dimensions, as well as issues such as self-interest and the
importance of incentives.

Formally verified software and hardware stacks include operating systems, compilers,
drivers, industrial encryption schemes. Such components are becoming critical and
preventing billion-scale damages resulting from hardware and software bugs, expensive
system malfunction as in Mars-landers, and today’s wide-scale hacking attacks on
practically arbitrary parts of industrial, economic, governmental infrastructure in banks,
hospitals, and the military.

Search and optimisation in Al. Al-based search methods include a large variety of
techniques to solve tasks and find solutions to optimisation problems that are ubiquitous
both in industry and the public sector. Examples include minimizing energy use, waste,
emissions, and cost, drug development, optimizing telecom bands, logistics, supply
chains, crew rotation, scheduling, resource use like the use of health care resources
during crises, and the use of expensive equipment, like MRI-machines and image and
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communication satellites. Many of these problems are specialisations of research areas in
Al, like the travelling salesman problem, quadratic assignment problem, vehicle routing,
as well as their numerous variants on costs and time windows. Al-based search methods
pertain to such challenges, which, depending on their nature, are known as combinatorial
or continuous optimisation problems. Al approaches for combinatorial optimisation
include constraint programming, Al-planning and scheduling, and are close to reasoning
methods. Metaheuristics are more general problem-solving techniques that can be
adapted and applied to create new market opportunities and handle the increasing
complexities of our modern digital world. Several metaheuristics are inspired by nature,
in evolutionary computation, simulated annealing, or swarm optimisation approaches.
They are increasingly applicable and powerful for real-world problems as for instance the
ones listed above. These methods are important both for improving global competitive
positions for Europe’s highly capitalised industries, increasing efficiency in its public
services, and meeting the grand challenges of our time.

Action and Interaction

Al has traditionally focused on full automation, where the computer completely solves
a problem without human interaction. However, there is evidence that rather than
replacing humans, a better approach is to design systems which allow humans and Al-
tools to collaborate effectively. It is also the case that even if a taxi drives completely
autonomously, it still needs to interact with the passengers. Effective human-Al
collaboration relies on technigues such as natural language understanding, gesture and
activity recognition, understanding intention, creating and maintaining shared mental
models, and interaction design. This is also an important aspect of maintaining meaningful
human control through for example human-in-the-loop, human-on-the-loop and human-
in command.

Interactive learning. Machine learning has an excellent capacity of reproduction of the
given samples. It does not immediately provide a cause of the automatic conclusion.
For a deeper understanding as may be needed in diverse professional services as law
and finance, interactive and multi-agent learning and causal modelling are important
for acceptance matching the overstressed expectation of robust intelligent behavior
attributed to Al. These techniques will be important for high-stake real-world applications.

Human-centric machine learning. As the use of machine learning becomes widespread
in human-centric applications and algorithmic decisions are more consequential to
individuals and society, key limitations of today’s machine learning systems need to
be identified and presented in the result. Algorithmic discrimination against minorities,
manipulation of human decision-making, the spread of misinformation and the increase of
polarisation, are simply impossible to tolerate. In the end, it will require close cooperation
between regulation and the development of technology to achieve this at the intersection
of machine learning, causality, human-computer interface, differential privacy, and
computational ethics. Transparency, accountability, interpretability and fairness of the
algorithmic decisions, amenability to legal and technical certification, accountability and
verifiability are all relevant here.

Explainable Al. Evolving Al-techniques and Al-based systems from black boxes, which
they largely are today, to techniques that can complement the decisions they reach
with machine- and human-understandable explanations as to why each specific decision
was reached, is a necessity for extending the application domains of Al to any domain
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where machine-human synergy or the accountability of Al are of importance in medical
diagnosis, autonomous driving, smart farming, media verification and fact-checking, to
name a few. This involves not only focusing on Al-based techniques that can inherently
provide some evidence on the decisions they make reasoning systems, or simple versions
of deep learning architectures comprising just a handful of layers where some sense can
be made as to how the network works, but more importantly focusing on the fundamental
issue of how to endow with explainability properties the most complex of the present
and future deep learning architectures that can provide state-of the-art results and wiill
be deployed in real-life applications. Explainable Al comes in many shapes and forms:
textual explanation, explanation by example, visualisation of the decision space, rendition
of the decision loop, uncertainty expression.

Systems, Hardware, Methods and Tools

To develop truly intelligent systems, many different Al-components need to be integrated
into working systems with system properties and system guarantees. Developing a science
for designing, analyzing, operating, monitoring, maintaining and extending Al systems is
therefore greatly needed. This would complement the impressive progress in developing
individual Al algorithms and components. This area is closely related to robotics.

On hardware and software infrastructures, deep learning comes with a need for GPU-
clusters, publicly available software resources such as Github and publicly available
software suites such as TensorFlow, Caffe and Pytorch. These toolsets have substantially
contributed to the current wave of deeply learned Al as they have widely spread modern
technology at a rapid pace. As to the necessity of developing hardware in Europe, there
are two different, almost orthogonal directions: on one side as the size of data will grow,
there will be a need for machine learning and large-scale knowledge Al-algorithms to
scale up to exascale machines. On the other side, latency issues will make it essential
to use edge solutions, which means deploying algorithms on limited computational
resources, and adapting algorithms to small sample sizes and domain generalisation and
federated or privacy-preserved learning.

Possible Programs

The PPP might focus on a number of co-funded trans-sectoral programs in areas such as
the following. Learning reliable Al for banking, medicine, agriculture, professional services,
remote sensing, chemistry, social media trend prediction, manufacturing, etc. Learning
over multi-modal data (vision, audio, speech, etc.). Learning in the context of time series
data, including anomaly detection. Robust Al, including planning and interaction between
agents, as one of the most important aspects of trustworthy Al, applies to all application
domains. Interactive Al, leveraging humans in the loop, and human-centric settings.
Al for earth and space science, sustainability and environment. Automated reasoning
for provably ensuring safety and correctness of hard- and software systems in critical
applications in areas such as transportation, healthcare and finance. Next-generation
robotics, with an emphasis on learning from small and large data, robustness, safety,
correctness, efficiency and flexibility, with applications in healthcare as well as industrial
and food production. Next-generation transportation systems across all modalities.
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DATA DEEP DIVE

The European Strategy on Data identifies them as an essential resource for economic
growth, competitiveness, innovation, job creation and societal progress*>. Global
investments in data-driven innovation are expected to rebound strongly from 2021
onwards, after the slow-down caused by the Covid-19 pandemic in 2020. IDC*¢ forecasts
worldwide investments in Big Data & Analytics to reach 294 B€ by 2025, of which 16%,
corresponding to 47 B€, generated in the EU27. If we consider the overall impacts of
data-driven innovation, IDC foresees growth of the EU27 data economy?’ from 397 B€ in
2020 to 510 B€ by 2025, in a baseline scenario, with the potential to reach more than 800
B€ by 2025 in the high growth scenario (if, for example, the investments are driven by
the EU New Recovery Fund effectively accelerate innovation and growth). The European
Data Market Study*® reports on the significant expansion of the European data economy
in recent years:

e The number of Data Companies increased to 290,000 in 2019, compared to 283,300
in 2018.

e The revenues of Data Companies in the European Union reached 83.5 B€ in 2019
compared to 77 B€ in the year before, with a growth of 8%.

e The baseline for Data Professionals in the European Union in 2013 was 5.77 million.
Their number increased to a total of 7.6 million by 2019 in the EU28, corresponding to
1.836 million jobs created for data professionals since 2013.

Data Growth, Value Opportunities

A critical driver for emerging Al and data-driven business opportunities is the significant
growth of data volume and the rates at which it is generated. By 2025, there will be more
than 175 zettabytes of data“*?, reflecting a five times growth of data from 2018 to 2025.
In parallel, we are assisting to a shift of data to the Edge and cloud environments. While,
in 2020, 80% of processing and analysis takes place within data centres, the transition is
on to more data being processed at the Edge of the network in smart connected devices
and machines. By 2025, IDC predicts that 46% of the world’s stored data will be in public
cloud environments®°. This creates new opportunities for Europe to lead this form of
data processing and for European actors to maintain and control the processing of their
data. As EU Commissioner Thierry Breton stated, “the goal is to prepare ourselves so the
data produced by Europeans will be used for Europeans, and with our European values.”

Benefits for the Economy, Business and Society

Data enables Al innovation, and Al makes data actionable. Data flows link together the
emerging value chains improved or disrupted by new Al services and tools, where new
skills, business models and infrastructures are needed. The data governance models

45 European Commission, “The European Data Strategy,” 2020.

46 IDC, Worldwide Big Data and Analytics Spending Guide, Forecast, August 2020

47 The European Data Market study Final Report, 15th May 2020, http://datalandscape.eu/study-reports

48 The European Data Market study Final Report, 15th May 2020, http://datalandscape.eu/study-reports

49 Data Age 2025, The Digitization of the World From Edge to Core, data refreshed in May 2020, https.//www.seagate.
com/files/www-content/our-story/trends/files/dataage-idc-report-final.pdf

50 European Commission, “The European Data Strategy,” 2020
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and issues such as data access, data sovereignty and data protection are an essential
factor in the development of sustainable Al- and Data-driven value chains respecting all
stakeholder interests, particularly SMEs. The latter are currently lagging in Al adoption.

Al and Data innovation can generate value not only for business but also for society
and individuals. There is increasing attention to Al and Data potential for social good,
for example, contributing to achieving the UN social development goals and the
environmental goals of the EU New Green Deal. Enterprises are developing sustainability
programs in the context of their corporate social responsibility strategies, leveraging
Data and Al to reduce their ecological footprint, cutting costs and contributing to social
welfare at the same time. Public authorities are also looking into ways of unlocking private
data for general purposes. Business and social value can be pursued at the same time,
encouraging the re-use and sharing of data collected and processed for Al and Data
innovation (sharing private data for the public good, B2G and not only B2B). Expertise
is needed to increase awareness about the potential value for society and people as well
as the business of data-driven innovation combined with Al and use this assessment to
prioritise public funding.

High-level Europe Opportunity and Challenges

For the European Data Economy to develop further and meet expectations, large volumes
of cross-sectoral, unbiased, high-quality and trustworthy data need to be made available.
There are however important business, organisational and legal constraints that can block
this scenario such as the lack of motivation to share data due to ownership concerns;
loss of control; lack of trust; the lack of foresight in not understanding the value of data
or its sharing potential; the lack of data valuation standards in marketplaces; the legal
blocks to the free-flow of data and the uncertainty around data policies. The exploration
of ethical, secure and trustworthy legal, regulatory and governance frameworks are
needed. European values, e.g., democracy, privacy safeguards and equal opportunities,
can become the trademark of European Data Economy technologies, products and
practices. Rather than be seen as restrictive, legislation enforcing these values should be
considered as a unique competitive advantage in the global data marketplace.

Data spaces, platforms and marketplaces are enablers, the key to unleashing the potential
of such data. Significant technical challenges such as interoperability, data verification
and provenance support, quality and accuracy, decentralised data sharing and processing
architectures, and maturity and uptake of privacy-preserving technologies for big data
have a direct impact on the data made available for sharing.

Alignment and integration of established data-sharing technologies and solutions, and
further developments in architectures and governance models aiming to unlock data
silos, would enable data analytics across a European data-sharing ecosystem. This will
allow Al-enhanced digital services to make analysis and predictions on European-wide
data, thereby combining Data and Service Economies. New business models will help
to exploit the value of those data assets through the implementation of Al amongst
participating stakeholders including industry, local, national and European authorities
and institutions, research entities and even private individuals.

Role of the Partnership in the European Data Strategy
The European Data Strategy sets out a vision for the EU to become a role model for
a data-driven society and to create a single market for data to ensure Europe’s global
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competitiveness and data sovereignty®. As highlighted by Breton “to be ahead of the
curve, we need to develop suitable European infrastructures allowing the storage, the
use, and the creation of data-based applications or Artificial Intelligence services. |
consider this as a major issue of Europe’s digital sovereignty.” The Partnership will be a
key enabler providing the strategic research and innovation activities needed to realise
its vision. It will enable the EU to have a leading role in the data economy and to develop
the key legal, social, innovation and technical enablers needed to ensure its adoption.
Our vision for the role of data in this Partnership is detailed below.

European Data Framework

European Fundamental Rights, Principles and Values

The availability of and efficient access to high-quality data is essential to harness the
full potential for creating social and economic value. It remains a significant challenge
to guarantee the necessary levels of protection of fundamental rights and corporate
interests and to safeguard the European market competitiveness. As data is essential for
all economic actors, access to data should be inclusive, not in the least for SMEs. Data-
sharing mechanisms, the flow and wide use of data must be balanced with high privacy,
data protection, security, safety and ethical standards®2. Unlocking data with a high
societal value should be further explored. More possibilities can be created, for example,
for relevant data to contribute to the green transition and digital transformation and
towards the realisation of the UN Sustainable Development Goals.

Aland Datarequire new attentionto ethical constraints in decision-making by autonomous
systems when applied to sensitive domains such as policing, justice and education. More
attention should be paid to the quality and type of datasets fed to deep learning systems,
to avoid bias and negative social consequences.

Concrete actions needed
The Partnership will:

e Explore and engage a broad range of stakeholder’s perspectives on the practical
dimensions and challenges of finding a delicate balance between implementing data-
driven technologies and maintaining the necessary levels of protection of human
rights and corporate interests, and on the establishment of ethical conditions for the
use of Data and data-driven Al.

e Identify strong and robust privacy-preserving techniques to contribute to the balance
between data utility and sharing on the one hand, and data protection compliance
and respect for European values and principles on the other.

e Promote awareness on prominent data-related fundamental rights issues: inform
citizenship on the importance of data and the societal and economic benefits of its
readiness for use, raise awareness among business stakeholders (in particular SMEs)
with regards to data value chains, the sharing and re-use of data, as well as the role
of cybersecurity, safety and reliability in the protection of (fundamental) rights and
for addressing data-related challenges.

51 European Commission, “The European Data Strategy,” 2020.
52 High-Level Expert Group on Artificial Intelligence, “Policy and Investment Recommendations for Trustworthy Al”, 2019,
29; European Commission, “The European Data Strategy,” 2020, 3.
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e Provide support in directing research efforts, focusing on the concepts, the
challenges in implementation and the practical aspects of notions such as public
interest data, data ethics and the ethics of data sharing, sustainability-by-design and
responsible data engineering. The goal should be to identify a smart mix of technical,
legal, ethical and business best practices and solutions, while also investigating the
business opportunities of data sharing beyond their monetisation.

 Explore and facilitate alternative data-sharing approaches for end-users and citizens
(a.o. data donor schemes and data altruism) to increase the availability of data while
respecting fundamental rights and giving control to citizens.

e Foster the creation of reference datasets, methods and tools to assess fundamental
rights, principles and values (e.g. fairness).

Capturing Value for Business, Society and People

Technical advances in Al and Data are enabling real-world applications. These are leading
to improved or new value-added chains being developed and integrated. To capture
these new forms of value, Al- and Data-based solutions may require innovative business
models that redefine the way stakeholders share investments, risk, know-how, data and
consequently, value. This alteration of value flow in existing markets can be disruptive
and often requires stakeholders to alter their business models and revenue streams. The
Partnership can play an essential role in promoting research and innovation strategies
aiming at building value not only for business but also for societal, environmental and
individual welfare.

GDPR shapes the European Framework for Data for personal data and the emerging
concept of data sovereignty for non-personal data, which requires standardisation and
interoperable architectures for data sharing, as a precondition for implementing Al
and Data-driven innovation. The challenge is to implement this European Framework
without affecting European organisations domestic and international competitiveness
and innovation capability with heavy regulation and constraints.

Concrete actions needed
The Partnership will:

e Multidimensional value approach: The Partnership can face these challenges by
mobilising the industry and research community to focus on building value from
Al, Data and Robotics technologies for business, for society, for individuals, with a
multidimensional approach. The Partnership should work to align supply and demand
perspectives, moving beyond the “pure” business model perspective and supporting
the development of the Al, Data and Robotics ecosystem in Europe.

e Local Innovation ecosystems: The Partnership could pioneer the use of Al/Data/
Robotics in regional innovation ecosystems, providing solutions and support for
secure and trusted data sharing and data governance enabling the Al and Data-driven
services and tools.

¢ |nnovative business models with DIH: The Partnership should leverage its community
skills and collective intelligence by collaborating closely with the DIHs to develop
and promote innovative business models delivering private and public value through
Data and Al.
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¢ Support the UN SDG: The Partnership should investigate and promote the potential
contribution of Al and Data to social welfare and sustainability, for example as framed
by the UN SDG (sustainable development goals) and highlight the value generated
by the combination Al/DATA/Robotics in different environments.

¢ Public Value Algorithms: The Partnership could promote cross-sector partnerships
around the concept of data-driven public value algorithms that reconcile personal,
societal and economic value.

Policy, Regulation, Certification and Standards (PRCS)

It is vital to reinforce and further explore data governance mechanisms to enable data-
driven innovation while also endowing European businesses and citizens with ‘their’
data.>® In order to allow new and innovative use of data, a balance must be struck with
regards to power over data and the need to access data, taking into account the specific
situation of SMEs. An experimental research approach is therefore needed to identify
the factors for success or failure of different data governance mechanisms, to evaluate
horizontal vs sector-specific regulation of data and to promote agile policy-making
solutions (e.g. regulatory sandboxing) to balance innovation and regulation.

Standards and certification can be employed as mechanisms to leverage best practices
to build trust in Al/Data/Robotics products, services, tools and processes. This important
potential needs to be fostered, and challenges regarding, e.g. fragmentation, market
uptake and development procedures should be countered.

Increased collaboration between standardisation bodies, regulatory bodies and multi-
disciplinary teams of societal and industry stakeholders, including sectorial and citizen
participation, should counter the fragmentation of standards. Further attention should be
given to find innovative ways to simplify standardisation and certification-related processes
and activities. A strategy should be developed to identify the components in need of
standardisation, such as interactions and roles within an ecosystem, and to approach PRCS
from a life-cycle perspective thereby bridging the gap between research and standardisation.

Concrete actions needed
The Partnership will:

e Document European and International Standards and Standard Development
Organisations relevant to the partnership (standard observatory).

e Support standardisation by promoting the sharing of best practices, increasing
collaborationbetweenstandardisationbodies, regulatory bodies and multi-disciplinary
teams of societal and industry stakeholders and providing input for policy and through
close cooperation with relevant European and international organisations (including
CEN-CENELEC; ETSI, ENISA, OECD, WTO, ITU, ISO/IEC JTC1SC42, IEEE, etc.).

e Promote the development of ecosystem standards, allowing not only actors and
products to be certified but also the interactions and roles of different actors within
an ecosystem and work towards a shared taxonomy of the domain (Data, Al, trust,
system engineering).

«  Widespread adoption of international standards and certification mechanisms for
data spaces.

53 European Commission, “The European Data Strategy,” 2020.
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 Proactive engagement with international standards and guidelines bodies
(including data valuation) based on emerging data spaces (in market and
projects).

¢ Investigate and promote trust-enabling solutions (e.g. data rights management
as ownership solution) and identify or establish KPIs that drive standardisation
of successful technology, methods, and best practices (e.g., FAIR principles for
non-research data).

e Assist the creation of next-generation standards through supporting consistently
emerging standards development and efforts to find innovative ways to simplify
standardisation and certification-related processes and activities, and promoting
standard formats, open standards for data interchange and guidelines for data and
knowledge exchange.

e Standards training through webinars and courses, standards process outreach and
dissemination.

e Initiate alignment of EU legal and governance structures necessary for the safe, fair
and democratic Eur opean-wide data sharing, and promote development and uptake
of auditable norms (fairness, accountability, transparency), help create a catalogue
of features and requirements any Al-based system must have and fulfil respectively
to be assessed as transparent and explainable.

Innovation Ecosystem Enablers

Skills and Knowledge Exchange

The issue of skills related to the growing pervasiveness of Data in business and society
is twofold: on the one hand, it is necessary that data experts are capable of putting data
to good use, beyond the scientific and technical challenges; on the other hand, non-
experts (i.e., the wider society, which is the ultimate target of data-enabled solutions)
must be able to make good use of Data and become active players in the data value
chain. Awareness and trustworthiness are important topics to address when devising
skill development programmes, both for experts and non-experts. A related topic is the
provision of mechanisms for exchanging knowledge between the two communities,
fostering uptake and further advances in science, technology, and business models, as
well as promoting data entrepreneurship.

Challenges

Asthereliance of businesses on data grows, so does the need for combining data expertise
with domain knowledge and functional skills: data scientists need to understand business
needs and how to use data on them, together with understanding data and how they can
be used in solving real-world problems. Other skills that are important to further develop
are related to governance, ethics and ethical use of data, and best practices, especially
concerning privacy compliance.

On the scientific and technical side, besides the obvious skills on mathematics, statistics,
algorithms, and specific IT skills and tools, the need for operational skills for data
processing will undoubtedly increase as data volumes, reliability, interoperability, and
security concerns grow.

Openness (data, software, access to knowledge) stands to be an important piece of
the foundations for data skills development, aligned with European values, guaranteeing



Al, Data and Robotics Partnership SRIDA

gender, age, and sector balance, as well as technical, business and societal innovation.
There are a set of key stakeholders to this endeavour: academia and research institutions,
and the new online learning platforms; large companies, SMEs and start-ups; governments,
including regional and local, supporting organisations engaged in data skills development
programs to reach citizens and companies.

Concrete actions needed
The Partnership will:

¢  Promote vocational education and training (VET) on data and data-driven systems
as an enabler for skilling, reskilling and upskilling, by setting up wide-scale enterprise
training programmes, and by including training as a core component of funded
projects. Setup Training programs for non-expert users of Data and Al-based systems,
who are domain experts and need to know basic Data and Al/ML concepts.

e Develop data business-orientation by fostering business skills education (for data
specialists), and specific training for SMEs and start-ups to capture value from data,
raising awareness of business demand for data-driven solutions.

e Promote a Euro-wide data science skills strategy, including a common framework
for skills development and certification on data, identifying significant skill-set gaps
in the workforce, devise reskilling and upskilling roadmaps, advise education and
training bodies with remedial action, match market needs with skills in junior profiles
to assess gaps to be addressed in curricular education.

e Ensure data skills development in alignment with the European Commission at
different levels, like the collaboration with DG EMPL on the European Skills Agenda,
the inclusion of data industry needs in ESCO and Europass platforms, and with inputs
to support the implementation of the Digital Education Action Plan.

Data for Al

To further develop and meet expectations, Al technology requires large volumes of cross-
sectoral, unbiased, high-quality and trustworthy data. The realisation of common safe,
trusted and scalable data sharing spaces is thus crucial. The main bottlenecks to this
vision, as observed through multiple forms of consultation with key stakeholders, are of
business, legal and organisational nature. Some of these challenges are addressed in the
other sections of this SRIDA (as linked in the footnotes). Here, we focus on transversal
actions that seek to raise the trustworthiness, reliability and visibility of data sharing
spaces.

Challenges

We distinguish between two categories of concerns: inter-organisational (lack of suitable
data sharing ecosystems) and intra-organisational (issues faced by data producers and
consumers, as data sharing participants). The top inter-organisational concern remains
a lack of functional and trustworthy data sharing ecosystems that inspire large-scale
participation, often duetoalack of robustlegal and ethical frameworks as well as governance
models and trusted intermediaries that guarantee data quality, reliability, and its fair use.
Furthermore, emerging best practices and standards are too slow to mature or not widely
adhered-to (e.qg., interoperability, provenance and quality assurance standards). The rapid
shift towards decentralised mixed-mode data sharing and processing architectures also
poses significant scalability challenges. Finally, technical data sharing solutions need to
better address European concerns like ethics-by-design for democratic Al.
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The first of two intra-organisational concerns is the difficulty to determine the value of
data, due to a lack of data valuation standards and assessment tools, compounded by
the highly subjective and party-dependent nature of data value and the lack of data
sharing foresight exhibited by a majority of producers. The second concern sees data
producers struggling to balance their data’s perceived value against risks exposed by
its sharing, even when adhering to standard guidelines: e.g., loss of control over their
data (due to the fluid nature of data ownership, which is hard to define legally), loss of
trade secrets in a very competitive business landscape due to unintentional exposure
or malicious reverse-engineering, legal constraint and data policies breaches (including
GDPR and exposure of private identities).

Concrete actions needed

To spearhead the convergence of existing national and regional concepts, efforts,
priorities and strategies the Partnership seeks to:

e Support the mapping of existing relevant initiatives at EU, Member State and regional
level, through the alignment of legal and governance structures and efforts around
concepts such as sovereignty and privacy, and the collection and systematic analysis
of data sharing use-cases.

After an acceptable degree of convergence, the Partnership will support the deployment
of successful, trusted data sharing framework and governance structures by contributing
to the:

e Development of Rules and Guidelines to create and design data sharing spaces and
evolve the technology (privacy-, interoperability-, security-, quality- and ethics-by-
design) and standards, with an emphasis on an interoperability initiative to facilitate
data and knowledge exchange across existing spaces (cross-sectorial vocabularies)
and the deployment of trustful solutions.

e Piloting towards evolutionary steps of European data sharing spaces that involve
all stakeholders, exploiting the available experimentation instruments to test drive
innovative solutions in safe and dynamic European-wide business scenarios.

e Establishment of EU-wide Data Governance to clearly define rules of conduct for
the fair use of exchanged data after testing different approaches to assessing the
impact of data sovereignty and determining means for Conformity Assessment that
guarantee trust.

Deployment activities need to be complemented by greater awareness of opportunities
in an open, fair and ethical data economy. The Partnership seeks to support the promotion
of:

e Initiatives targeted at guiding organisations to revisit their data strategy and lifecycles
to enable the production of data that is sharing-ready by design.

e EU-wide citizen-oriented initiatives for an open, democratic and fair data economy
and the right to the free flow of data that is both safe, secure, and trusted.

Experimentation and Deployment

Experimentation is critical for Data and Al-driven innovation because of the need to
deploy in complex physical and digital environments. Furthermore, experimentation plays
a crucial role in innovation pipelines, being vital for supporting investment decisions.
Data and Al-driven innovations rely on the interplay of different assets, such as Data,
Robotics, algorithms and infrastructures. Deployment of testing and experimentation
environments, the collaboration between innovation infrastructures, and stimulation of
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data sharing are some of the most relevant initiatives to ensure availability and proper
access to the required assets.

Challenges

There is the need to identify and prioritise challenges that can be better tackled
through the potential for transformation and value creation of data, exposing data
value chains. This should consider non-traditional innovation models, using data to
improve products and services iteratively, rather than just following linear pipelines
from research to deployment and uptake, blending open/close innovation models to
facilitate experimentation. Interoperability, reproducibility, and data sharing are critical
success factors for data innovation and experimentation, as well as experience in-field
experimentation and testing on relevant use cases.

Entities such as data-driven DIHSs, linking research with industry, environmental, and
society needs, play an essential role in this context, enabling federated settings for data
sharing, experimentation, and learning. It is necessary that smaller actors like SMEs
and start-ups, as well as public entities, be provided with suitable access conditions
to experimentation environments (affordability, funding, and as-a-service approaches),
both as data consumers and providers.

Concrete actions needed
The Partnership will:

* Promote data sharing by design, with win-win models that stimulate organisations
into sharing their high-value data. This includes data openness to allow innovative
SMEs and start-ups to contribute to the data monetisation landscape, bringing
creativity and agile development.

e Deploy data spaces to hold high-value reference datasets (cross-sectoral, large-
scale, close-to-real, annotated), and develop industrial benchmarks and test suites,
for validating results built on top of those datasets for research and experimentation,
following FAIR data principles, ensuring sustainability and long-term persistency, and
accessible to stakeholders from large industry, research centres, SMEs, and public
administration.

e Bring together relevant actors in the European Al, Data and Robotics ecosystems,
providing guidance to industry on how to experiment and extract value from
their data, and educate on the role of trusted actors, like DIHs, as enablers for
experimentation and deployment. Align current instruments for experimentation and
deployment (i-Spaces and data-driven DIHs), with those planned in the new Digital
Europe Programme.

* Reinforce links to relevant European stakeholders, by collaborating with existing
innovation infrastructures (e.g. EOSC, NESSI, EuroHPC, AI4EU, GAIA-X, or specialised
living labs and CoEs), and engage with major initiatives offering experimentation
activities that rely on data sharing (e.g., EDIH, BDVA i-Spaces) to jointly explore new
sustainable businesses, cross-sectorial opportunities, and organisational models.
In particular, with the integration of assets at different levels: data platforms and
marketplaces, services, tools and platforms, finding new testing and experimentation
environments for producing, storing and processing data, under common European
rules for governing repositories, interfaces, and procedures.

e Foster the development of new and maintenance of existing infrastructures to
generate, aggregate, mobilise, and leverage data for experimentation.
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Technology Enablers

Data Protection and Privacy

Modern Al applications crucially depend on large volumes of real-world data, including
data about natural persons. On the one hand, Al-based systems using personal data open
up a plethora of new applications. On the other hand, such systems also constitute new
attack surfaces, through which malicious or irresponsible parties may threaten people’s
privacy, or in some cases, even people’s security or safety. For example, several types of
machine learning models have been shown to be vulnerable to attacks that disclose parts
of the training data - which could include information about the location, the habits, or
the health condition of individual persons. Therefore, protecting data for Al has become
a topic of enormous importance. This calls for improved privacy-preserving technologies
to be deployed in all applications involving personal data.

Challenges and expected outcomes

Challenge

Expected Outcomes

Data protection in machine learning:
protecting the confidentiality and
the integrity of training data, learned
models, and test samples

Medium-term: Development of privacy-preserving machine
learning techniques

Long-term: Adoption of post-quantum cryptography to
protect data

Data protection in dynamic
environments: (e.g., cloud/fog/edge),
resource-constrained devices (e.g.,
mobile devices), and immutable data
stores (e.g., blockchain)

Medium-term: Specific data protection techniques and tools
for tackling the specific challenges of different technical
environments

Long-term: Customizable generic data protection
techniques that can be tailored to the specifics of different
technical environments

Explainable data protection: ensuring
that data processing is compliant
with applicable legislation, making
data protection transparent and
enforceable

Medium-term: Advances on automated, guaranteed, and
verifiable compliance with data protection regulations

Medium-term: Improved user control of data protection
measures

Anonymisation and
pseudonymisation: protecting the
identity of individuals in data sets

Medium-term: Development of data anonymisation and
pseudonymisation techniques with provable privacy
guarantees and limited impact on the utility of the data

Medium-term: Digital twinning with statistical reliability and
relevance, but not linked to specific persons

Sensing and Perception

Sensing and Perception technologies are responsible for collecting all sorts of data and
enable their transformation into useful information to support decision-making. It can be
earth observation data to support water quality monitoring, blended with social media
monitoring to support “robotic journalism,” or data collected from heterogeneous sources
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(e.qg., loT), allowing to extract evidence to support policy development, implementation,
and evaluation for smart cities, or to provide real-time environmental data to autonomous,
connected vehicles or even unobtrusive monitoring of persons for home healthcare, etc.

In general, this requires large collecting infrastructures to gather the data (sensing), as
well as large computational resources for data fusion, mining and knowledge extraction,
and availability of annotated data for training and fine-tuning deep learning models,
building the data assets from which useful information is devised (perception).

This technology enabler provides the means to represent physical entities into digital
twins. The more data and Al-based modelling and processing available, the more holistic
canbetherepresentation of the physical world, and the more accurate and comprehensive
are the results enabled by it. Cloud, edge, and fog models and infrastructures, as well as
connectivity and security, are very relevant topics in this context. Likewise, heterogeneity
of data sources and formats plays a crucial role, as data may be gathered from sensors
(physical devices), web resources, data stores, manufacturing machinery, measuring systems, social
media or other human input-based sources.

Challenges and expected outcomes

Challenge

Expected Outcomes

Trustworthiness:
Transparency of algorithms,
data processing and
management, traceability,
privacy, integrity, and
accountability

Medium-term: Development of trusted execution environments for
edge devices, to keep sensitive data within the source

Medium-term: Large-scale pilots on data-based solutions, to provide
stakeholders with more meaningful and trustworthy results

Long-term: Advances in explainable Al for increased public
confidence

Data Heterogeneity: Formats,
collection mechanisms,
access methods, flow, and
meta-data, as well as coping
with diverse environmental
conditions (physical,

Short-term: Hybrid data-driven models, supporting event, discrete
and continuous dynamics, taking advantage of foundations like the
WoT, NGSI-LD or SAREF, to deploy novel data exchange platforms
and smart applications

Medium-term: Coherent standardisation landscape covering formats,

technical, human)

processes, APIs, services and microservices, to foster data sharing,
brokerage, and interoperability

Capacity: Connectivity
coverage, quality, and
capacity for carrying large
volumes of data, edge
capacity and security to cope
with big decentralised data
and Al processing, energy
consumption by physical
sensors

Short-term: Multimodal data fusion models for an efficient
combination of multi-channel data streams, including synthetic data
enrichment, to decrease the complexity of data gathering

Short-term: Deployment of decentralised and decoupled services,
over low latency, low energy systems and networks (e.g., 5G,
embedded computing)

Medium-term: Deployment of energy efficiency solutions, with self-
configuring, low-power or energy harvesting capable sensor devices,
and low power data transmission

Long-term: Development of novel computing hardware to efficiently
process run novel algorithms to process novel data types
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Knowledge and Learning

Datais the source of Knowledge and Learning technologies; data needs to be transformed
to become usable. The Knowledge and Learning enabler is strongly related to all other
cross-technology enablers from a data perspective: the extraction of knowledge and
insights from data obtained from Sensing and Perception enables Reasoning and
Decision-Making and allows between physical and digital worlds. More specifically, data-
driven and knowledge-based models allow to a) support the fully automated enactment
and actuation of decision, establishing a significantly higher level of automation and
reliability of processes, b) develop safe, secure, and reliable Al functionalities and c)
create sustainable digital twins along the complete lifecycle (product and production)
that provides value to Al data integration.

Today, novel machine learning and data mining methods use computational methods to
extract knowledge and insights directly from the data without relying on predetermined
expert-defined rules and functions. These algorithms adaptively improve their
performance as the amount of data available for learning increases. Furthermore,
new types of (distributed) knowledge extraction, new architectural solutions, more
sophisticated testing and validation techniques are currently being developed.

Nowadays, the availability of massive datasetsis enabling learning systemsto surpass previous
expectations by becoming more accurate, adaptable and scalable. Nonetheless, the quest
for small data learning, continuous learning and transfer learning will remain on the agenda
together with the search for efficient architectural design and hyperparameter optimisation.
To derive value from data and domain knowledge, methods from both symbolic Al and
statistical Al need to be combined to give the maximum potential and usability of data-
driven Al-based applications. Additionally, data-driven and knowledge-based approaches
must be duly integrated as they result in more accurate knowledge generation.

Challenges and expected outcomes

Challenge Expected Outcomes

Data Quality: Access and Medium-term: Deployment of verification systems and services, for
processing of datain a fact-checking and identification of unreliable multimedia content and
high-quality and efficient online misinformation

manner: addressing data pre-
processing challenges for the
various data types

Medium-term: Methods for identification of risks and liability for raw
and processed mixed data (storage, sharing)

Long-term: Advances in tools and methods to identify quality issues
in the data and algorithms for quality assurance of data, software,
hardware, and business processes

Long-term: Development of techniques, standards and guidelines
to detect and mitigate anomalies, concept drift, completeness,
representativeness, and bias in data
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Extracting meaningful
insights and improving
knowledge representation
from heterogeneous data,
improving the data assets
by addressing data pre-
processing challenges for
the various data types, in
particular unstructured data,
such as language, images,
video, text, sound, etc

Short-term: Methods for annotation of unstructured data sources,
unbiased and representative input data, methods for handling
volumes of real-time data with high velocity, etc

Medium-term: Large scale pilots for the generation of enriched and
high-quality input data for analytic applications

Long-term: Development of methods in advanced analytics and
learning techniques to derive insights, patterns, events, data

anomalies detection, sentiment and emotion analytics, etc. from
heterogeneous data sources, and advanced learning techniques

Long-term: Development of techniques to automatically annotate
or label data, integrated into systems with intuitive human-machine
interfaces to quickly verify both annotations and labels

Technical challenges directly
linked to the deployment of
sectorial and cross-sectorial
European Data Spaces and
data sharing

Medium-term: Deployment of frameworks for data governance,
enabling data collaborations, reference architectures, methods, tools,
and platforms for data sharing to enable the development of trusted
technologies, products and services while respecting individual rights

Medium-term: Increase the availability of interoperable datasets, and
in general interoperability of data and formats. This also includes the
challenges of mixing of personal, non-personal, proprietary, closed
and open research data

The Scaling and Federation
of Data and Al systems

Medium-term: Development of frameworks for seamlessly combining
simple Al-models into large scale federated systems and development
of coordinated initiatives for advancing data analytics methods with
large datasets in flexible environments

Long-term: Development of novel architectures with the capacity
of supporting scenarios based on distributed data storage locations,
for data-in-motion and data-in-rest while satisfying the privacy,
robustness and performance requirements from the user side

Ethical implications on the
use of Data and Data-Driven
Al

Medium-term: Coordinated, cross-sectorial initiatives for establishing
ethical conditions on the use of Data and Data-Driven Al

Long-term: Development of tools and mechanisms to identify bias
in the data and algorithms, risks and liability for raw and processed
mixed data (storage, sharing)

Deriving value by combining
data insights & domain
knowledge

Medium-term: Development of frameworks that can be combined

to give the maximum potential and usability of data-driven Al-based
applications and launch of large-scale pilots on data-based solutions,
to provide stakeholders with combined insights

Long-term: Advances in explainable Al for increased public
confidence/design and development of interpretability methods of Al
models (explainable Al)
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Reasoning and Decision-Making

Decision-making is always necessary for any application domain. Having data available
allows us to extract information from data. Nowadays, humankind has enough data,
computing power and sophisticated software tools to analyse the available data in any
application domain. Hence, making decisions based on information extracted from data
becomes mandatory. In this context, Al already plays a crucial role in helping human
beings to make decisions thanks to the capacity of Al techniques to learn from data. So
that, Al-based systems can (i) play the role of a decision support system when decisions
are made by human beings, (ii) be entities that make decisions autonomously, or (iii) be
one more partner in human-machine hybrid decision-making environments. In any of
these three possible scenarios, trustworthy decision-making requires high-quality data.

Guaranteeing the use of quality data to create Al-based solutions is not straightforward.
Quality data must fulfil the following requirements: (a) unbiased and balanced data, (b)
data completeness, (c) data representativeness, (d) properly labelled and/or annotated
data, and (e) open data whenever possible without compromising the privacy of
individuals or companies. All this leads us towards the four principles of FAIR data:
Findable, Accessible, Interoperable and Reusable data.

Challenges and expected outcomes

Challenge Expected Outcomes

Heterogeneous Data: Decision- Short-term: Innovation actions aimed at developing Al-based
making with high-velocity data systems able to deal with different data types and formats,
from different sources (edge- to support industry to address distributed decision-making
fog-cloud), high-variety of tasks where it is needed to process heterogeneous data in the
data types and formats. Lack computing continuum (edge/fog/cloud)

of datasets to train decision-

) Short-term: Research and innovation actions to desigh new
making models

simulators and improve existing ones in order to generate large
enough datasets for specific decision-making tasks

Medium-term: Quality standards to validate datasets generated
by using simulators

Trustworthiness: Transparency, Short-term: Quality standards for reference datasets that will be
explainability. Lack of testing used to test and validate Al-based solutions
and validation of Al-based

Short-term: Research and innovation actions focused on

polttions improving Al and Data technigues to work reliably with insufficient
and missing data
Medium-term: Benchmarks for determining the performance,
robustness, reliability, usability, and other quality indicators of Al-
based systems
Reasoning: Decision- Medium/Long term: Development of Al techniques designed to
making with symbolic, sub- combine background knowledge with high-dimensional data and
symbolic, non-symbolic and able to deal with symbolic, non-symbolic and heterogeneous data
heterogeneous knowledge under for semantic reasoning in future support decision systems and

uncertainty autonomous decision-making systems
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Action and Interaction

Appropriate and safe interaction between the digital and physical worlds is strongly
dependent on the availability of large volumes of data such as real-time sensing, stored
information, long term knowledge acquisition and multiple modalities and languages.
The availability of such data is first and foremost a pre-condition for the establishment of
interactions betweenhumansand Al respecting social, physicaland environmental context
and for the development of collaborative and distributed intelligence. Additionally, data
is produced in the course of machine-human interaction that should be reintegrated in
the data life cycle. For all these reasons, data lies at the heart of this cross-technology
enabler and constitutes one of the premises for the development of seamless operation
of Al digital and physical technologies.

Today, attention needs to be paid in particular to a) supporting the use of training data to
emulate the naturality of human-human interaction, such as in the case of brain-computer
interfaces and interaction mediated by VR/AR-interfaces and b) understanding and
designing data-driven collaborative problem solving, where humans and machines can
take advantage of each other’s very different strengths. Additionally, research aimed at
addressing some of the critical data challenges for this technology enabler can play a
critical role in ensuring societal trust in humans and machine interaction and in developing
safety and trustworthiness of these systems.

Challenges and expected outcomes

Challenge

Expected Outcomes

Language understanding:
Improved natural language
understanding, interaction and
dialogue covering all European
languages and age ranges

Medium-term: Large-scale pilots on multi-language/multi-
modal solutions, to provide stakeholders with relative datasets
and testing scenarios

Medium-term: Development of frameworks for advancing
language understanding

Collaborative intelligence: Human
and Al symbiosis

Medium/Long-term: Large-scale pilots on collaborative
intelligence improving the interaction between humans and Al

Natural interaction methods:
Enhanced interaction for
humans across the continuum of
computing environments

Medium-term: Development of the techniques and methods

to achieve seamless and natural interaction in unstructured
contexts, including multimodal interaction and the development
of generic interaction models

Long-term: Pilots for the development and testing of longer
continuous meaningful multilingual interactions (e.g. many
hours and more)

Data interaction technologies:
combining data-driven methods
with Virtual Reality (VR) and
Augmented Reality (AR) and their
relation to human interaction both
digital and physical

Medium/Long-term: VR and AR for extended use of these
technologies in interactions with large-scale datasets
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Safety-critical Interactions: Ensure Medium/Long-term: The co-development of technology and
safe interaction in safety-critical regulation to assure safe interaction in safety-critical and
and unstructured environments unstructured environments. This includes the development

of actuators, mechanisms and data-driven control strategies
for safe operation and the launch of large-scale pilots on safe
interactions in safety-critical and unstructured environments

Long-term: The development of data-based confidence
measures for interaction and the interpretation of actions
leading to explanations of interaction decisions and improved
decision-making and the establishment of guidelines and
templates to design intuitive human-machine interfaces

Systems, Methodologies, Hardware, and Tools

Spreading the use of Al-based solutions demands much more powerful and complex
computing infrastructures for storing and processing vast amounts of data. Processing
mainly refers to training & validating ML models designed to learn from data that are at
the core of the Al-based solutions. HPC, Cloud, and Edge are key enabling technologies
that provide the foundations on which to build hybrid, modular, versatile and virtually-
unlimited horizontally-scalable architectures. Deploying Al and Data systems often
requires the integration of diverse technologies ranging from software to hardware.
Ensuring trustworthiness requirements, such as reliability, privacy, robustness, safety,
dependability, transparency, etc. requires data-driven methodologies and tools as well
as data-based validation processes and means for verification.

Managing data-intensive architectures is challenging and requires (a) to encompass
all aspects of data in relation to physical systems; (b) best practice guidelines for
design, implementation and deployment; (c) foster interoperability and standardization
practices concerning data, algorithms, software frameworks and platforms to make the
architectures really hybrid and collaborative; (d) native integration of data-driven and
knowledge-based approaches and their deployment on hybrid systems; (e) deployment
of orchestration technologies to make it easy, transparent and flexible the use of
hardware resources; (f) use of monitoring and measuring tools for failure prediction and
detection — data can help to identify hardware and software anomalies; (g) software
abstractions and “by-design” approaches for data processing pipelines; (h) compiler
technologies for heterogeneous hardware targets; (i) domain-specific programmable
hardware (e.g. based on FPGAs or open hardware); and (j) programmable network
devices that can support monitoring and operations of the network connections in a
distributed system.

All this in order to (1) facilitate the access to next-generation data and computing
infrastructures, (2) offer them as shared and common computing facilities, (3) give
support for the integration and deployment of heterogeneous data-intensive intelligent
systems developed by different stakeholders but able to cooperate, and (4) create
a common and affordable European data space that can support stakeholders on
innovative research and Al-based services deployment.



Challenge

Scalability: lack of an
ecosystem to guarantee
access to computing
infrastructures across
Europe
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Challenges and Outcomes

Expected Outcomes

Short-term: Resource managers designed to dynamically allocate
computing resources and adapt themselves to evolving workloads to
cope with the heterogeneity of Al workloads by redistributing computation
tasks at runtime

Medium-term: in order to efficiently exploit next-generation computing
infrastructures and hybrid configurations with resources in the computing
continuum (HPC/cloud/fog/edge, including embedded systems), as well
as to facilitate real-time processing of data streams

Long-term: HW accelerator-based architectures (GPU, FPGA and
new processors) ready to converge with classical CPU-based HPC,
Cloud server, and Edge architectures by including GPUs or other HW
accelerators in all compute nodes, and designed to run data-intensive
computation workloads_

Methodologies design,
implementation, and
operation of data-
processing hardware-
agnostic pipelines

Short-term: Software abstractions and “by-design” approaches for
implementing data-processing hardware-agnostic data and Al pipelines

Short-term: Advanced compiler technologies targeting both specialised
hardware accelerators and programmable hardware, in order to set up
domain-specific platforms for fast data processing

Medium-term: New models to efficiently distribute computation workloads,
able to leverage hybrid configurations with resources in the computing
continuum (cloud/fog/edge, including embedded systems)

Medium-term: Methods and metrics to evaluate both the performance of
Al systems and the software development process followed to manage,
develop and deploy such systems

Medium-term: Use of data to design more efficient hardware_

Reliability Ensuring
robust, safe, reliable, and
trustworthy operation of
Al systems

Short-term: Use of data to identify hardware and software anomalies

as well as improve the design of new systems able to adapt the use of
resources to the demand of computation power, e.g. tuning the speed of
microprocessors or start/stop containers

Short-Medium-term: Quality standards and methodologies to verify and
“by-design” approaches to improve the reliability and the robustness of
computing infrastructures to detect internal/external attacks that could
compromise the security of data sets and Al software applications_

Deployment: Deploying
modern Al applications
in the computing
continuum (embedded-
edge—fog—cloud)

and the transition

from development

to production
environments

Short-term: Tools to design the development and deployment of Al
applications/systems whose software components will be deployed in the
computing continuum (edge/fog/cloud) and embedded systems

Medium-term: Frameworks and guidelines with best practices to simplify/
automate the transition from development (proof of concept) to
production environments in order to deal with the heterogeneity of HW
and SW solutions and reduce the time of deployment to minimise the risk
of early obsolescence
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ROBOTICS DEEP DIVE

Introduction to Robotics

Robots are unique because they create value by performing physical tasks that people
cannot, should not, or will not do. Their economic power lies in their ability to intelligently
and autonomously move, shape and assess the physical world. Much 